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FCC Warning

This equipment has been tested and found to comply with the limits for a Class C digital
device,

pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communication. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

— Connect the equipment into an outlet on a circuit different from that to which

— Consult the dealer or an experienced radio/TV technician for help. the receiver is

connected.

FCC Caution: Any changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled

environment. This equipment should be installed and operated with a minimum distance of
about eight inches (20cm) between the radiator and your body.
This transmitter must not be co-located or operated in conjunction with any other antenna or

transmitter.

Modular Approval Statement:

This device is intended to be used only for OEM integrator under the following conditions:
1) The antenna must be installed such that 20 cm is maintained between the antenna and
users, and

2) The transmitter module may not be co-located with any other transmitter or antenna.




IMPORTANT NOTE:
In the event that these conditions cannot be met (for example certain laptop configurations or
co-location with another transmitter), then the FCC authorization is no longer considered valid

and the FCC ID cannot be used on the final product. In these circumstances, the OEM

integrator will be responsible for re-evaluating the end product (including the transmitter) and

obtaining a separate FCC authorization.

Revision History
Revision History

V1.0 First release

All brand and product names mentioned in this manual are trademarks and/or registered

trademarks of their respective holders.
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1. Introduction
This is a wireless PCI Express adapter that delivers unrivaled wireless performance for your

Desktop PC. It complies with IEEE 802.11n draft standard and backward compatible with
IEEE 802.11b/g. With this adapter, you can easily upgrade your Desktop PC wireless

connectivity. Once connected, access the network with high-speed Internet connection while

sharing photos, files, music, video, printers, and storage. Get a better Internet experience with

a faster wireless connection so you can enjoy smooth digital phone calls, gaming,
downloading, and video streaming. This wireless adapter also provides peer-to-peer

communication among any compatible wireless users and no Access Point required.

This wireless PCl Express adapter provides maximum transfer rate up to 300Mbps and
supports WEP, WPA, WPA2 and WPS high-level WLAN security features that guarantee the

best security for users.

This product is made in ISO9001 approved factory and complies with FCC part 15 regulations
and CE approval.

1.1 Features

«  Complies with draft IEEE 802.11n standard

« Up to 300Mbps data transfer rates in 802.11n mode

+ Backward compatible with IEEE 802.11h/g
Legacy and High Throughput Modes
Supports 64/128-bit WEP Data Encryption
Supports WPA, WPA2 (802.11i), WPS advanced security
Supports both Infrastructure and Ad-Hoc Networking Modes
Supports Quality of Service (QoS) - WMM, WMM-PS
Supports Multiple BSSID
Supports Windows 2000/XP/Vista

Simple user setup and diagnostics utilities

1.2 LED Indicator

Light Status Description

Blinking Data is being transmitted or received.




1.3 Package Contents
+ One Wireless PCl Express Adapter

- Three External Antennas
+  One CD-ROM (Drivers / Utility, User's Manual)
If any of the above items is missing, contact your dealer immediately.

1.4 Before you start
You must have the requirements as follow,
- A computer with an available PCI Express slot
+ Atleast a 300MHz processor and 32MB memory
+ Windows 2000/XP/Vista support
+ A CD-ROM drive
+  Wireless PCI Express Adapter properly installed

1.5 Hardware Installation
STEP1: Turn off your computer and remove its cover

STEP2: Insert the wireless PCI Express card to an available PCI Express slot firmly. Please

O

BE
=]

oQoQ

refer to the illustration below:

STEP3: Secure this card to the rear of the computer chassis and put back the cover.

STEP4: Secure the antenna to antenna connector of the card. Please refer to the illustration

below:




STEPS5: Turn on the computer.

[Guidelines for the Hardware Installation]

Please observe the following guidelines when you are installing the wireless PCI
Express adapter to the Desktop PC:
» Avoid placing the PC close to obstacles
Obstructions such as concrete and thick walls limit radio signal penetration and reduce
the throughput and the coverage range of the wireless PCI Express adapter.
Place the PC as high as possible
The higher the PC is placed, the better the performance.
Adjust the antenna position
The wireless PCI Express adapter has two antennas for signal reception and one
antenna for high power signal transmission. The antennas on the right and left side are
for signal reception and should be set perpendicular (90 degrees) to each other. The
central one is for signal  transmission and should be pulled up about 45 degree.

Please refer to the illustration below:




2. Installation Procedure
Note: If you have installed the Wireless Adapter driver & utility before, please

uninstall the old version first.

2.1 For Windows XP and 2000
STEP1: Found New Hardware Wizard is displayed after the adapter is installed and the
computer is restarted. Please click Cancel to continue.

Found New Hardware Wizand

The wizard could not find the software on your computer for.

@ Metwark Contraller

It iz recommended that you connect to the Intemet so that the wizard can zearch online and
loak. for the appropriate zofbware.

(3)¥'ez, connect and zearch for the software on the Internek

() Mo, do not connect to the [ntemet now

If you know another place where the software might be located, click Back and zelect
the Advanced option,

[ < Back ” Mest > ][ Cancel ]

(For Windows XP)

Upgrade Device Driver Wizard

Install Hardware Device Dnivers
A device driver iz a zoftware program that enables a hardware device to wark with
an operating spsten,

This wizard uparades drivers for the following hardware device:

@ Metwark Comtrallzr

Upgrading ko a newer version of a device diver may add functionalty to or improve the
performance of thiz device.

YWwhat do you want the wizard to do'?

¥ Search for a suitable driver far my device [recommended}

" Display a list of the known drivers for this device =o that | can choose a specific
driver

(For Windows 2000)




STEP2: Insert Installation CD into CD-ROM drive then windows below

Install Driver to begin device driver installation.

will appear. Click

STEP3: Please read the following license agreement. Use the scroll bar to view the rest of this

agreement. Select | accept the terms of the license agreement and click Next to continue.

Ralink Wireless LAN - InstallShield Wizard

License Agreement
Pl

Installs

RALIME whireless Utility for windows 98/ME /20007 M izta
Copyright (C] BaLIME TECHNOLOGY, CORF. Al Rights Rezerved.

Thank you for purchasing RALINE Wireless product!

SOFTwWARE PRODUCT LICEMSE

The SOFTWwWARE PRODUCT iz protected by copynight laws and international copyright
treaties, az well a3 other intellectual property laws and treaties. The SOFTWARE PRODUCT
1z licenzed, nat zold.

1. GRANT OF LICEMSE. This End-User License Agreement grants you the following
rights:Installation and Use. Y'ou may install and use an unlimited number of copies of the
SOFTwWARE PRODULCT.

Reproduction and Distribution. ou may reproduce and distribute: an unlimited number of
copies of the SOFTWARE PRODUCT ; provided that each copy shall be a tue and complete
capy. including all copyright and trademark notices, and shall be accompanied by a copy of
thiz EUILA. Copies of the SOFT'WwWARE PRODUCT may be diztibuted as a standalone product

ar included with vour awn product.

A




STEP4: In Windows XP, there is a Windows Zero Configuration Tool for you to setup
wireless adapter. You can choose to configure the adapter through the Microsoft Zero
Configuration Tool or the Ralink Configuration Tool. It is recommended to choose the

Ralink Configuration Tool for the adapter. Click Next to continue.

Ralink Wireless LAN - InstallShield Wizard

Setup Type

guration Toal.

ero Configuration Tool

InstaliGhield [ < Back I: Hewt > | l Cancel r

STEPS5: If you need the adapter to operate with better performance, please choose Optimize

for performance mode to enable the Tx Burst mode. Or you can choose Optimize for WiFi
mode to run in standard wireless network.
Ralink Wireless LAN - InstallShield Wizard

Setup Type
1p tope that

tifiguration T




STEPG: Click Install to begin the installation.

Ralink Wireless LAN - InstallShield Wizard

Ready to Install the Program

The : | atit.

InstaliShiel

STEP7: Please wait for a while during the adapter is configuring your new software

installation.

Ralink Wireless LAN - InstallShield Wizard

Setup Status

Instalis




STEPS: After the setup wizard has successfully installed wireless LAN, click Finish to exit the

wizard.

Ralink Wireless LAN - InstallShield Wizard

InztallShield Wizard Complete

Instal

To check if the adapter is properly installed, you can right-click My Computer - choose

Properties - click Device Manager.

L Device Manager

File  Action Wiew Help

Y& 2 4 xRka

[+]- g Disk drives
] § Display adapters
[+ DVDJCD-ROM drives
’+‘ =% Floppy disk controllers
-4, Flappy disk drives
’+‘ (=) IDE ATAJATAPT cantrollers
|-z Kevboards
™" Mice and other pointing devices
Monitors

Blebwankk adanter.

: ﬂ SiS 900-Based PCI Fast Ethernet Adapter
3 F‘,‘ Ports (COM & LPT)

[+-%8% Processors

7@, Sound, video and game controllers

-y system devices
[+ Universal Serial Bus controllers

=101 %]

L, Device Manager

El Display adapters

48] DVDICD-ROM drives

= Floppy disk controllers

--{Q Floppy disk drives

(-2 IDE ATAJATAPI contrallers

@ keyboards

73 Mice and other pointing devices
El Manitars

Llebuork adanber

l 5 Ports (COM & LPT)
{ﬂ Sound, videa and game contrallers

) Systern devices
&8 Universal Serial Bus contrallers

hernet Adapter
-E@ 5i5 900-Based PCI Fast Ethernet Adapter

(For Widows XP)

(For Widows 2000)




The Configuration Utility appears as an icon on the system tray of Windows while the

(_‘:__

adapter is running. You can open the utility by double-click on the icon.

Right-click the icon, there are some items for you to operate the configuration utility,
Launch Config Utilities = Select this option to open the Configuration Utility tool.

Use Zero Configuration as Configuration utility-> Select this option to use Windows
XP built-in wireless configuration utility (Windows Zero Configuration) to configure to
card.

Switch to AP Mode - Select this option to change to AP mode.

Exit = Select Exit to close the Configuration Utility tool.

E (Launch Config Ukilities :I
IUse Zero Configuration as Configuration ukiliky
Swikch to AP Mode
Exit

2.2 For Vista
STEP1: Found New Hardware Wizard is displayed after the adapter is installed and the

computer is restarted. Please click Cancel to continue.

[+Z] Found Mew Hardware ﬂ

Windows needs to install driver software for your Network
Controller

@ Locate and install driver software (recommended)

Windows will guide you through the process of installing driver software
for your device,

? Ask me again later
Windows will ask again the next time you plug in your device or log on.

® Don't show this message again for this device
Your device will not function until you install driver software.

Cancel




STEP2: Insert Installation CD into CD-ROM drive then windows below will appear. Click

Install Driver to begin device driver installation.

STEP3: Please read the following license agreement. Use the scroll bar to view the rest of this

agreement. Select | accept the terms of the license agreement and click Next to continue.

License Agreement
P 25d the fo

RALIME. \wireless Utlity for Windows 98/ME /2000 ista
Copyright [C] RaLIMK TECHHNOLOGY, CORF. &ll Rights Rezerved.

| Thank you for purchasing RALINE *Wireless product!

SOFTWwWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is protected by copyright laws and international coprnight
treatizs, az well az other intellectual property laws and treaties. The SOFTWARE PRODUCT
ig licenzed. not sold.

11. GRANT OF LICENSE. This EndHJser License Agreement grants pou the following
rights:Installation and Use. You may install and uze an unlimited number of copies of the
SOFTWARE PRODUCT.

| Reproduction and Distribution, 'ou may reproduce and distriibute an unlimited number of

| copies of the SOFTWARE PRODIUCT; pravided that each copy shall be a true and complate
copy. including all copyright and trademark notices, and shall be accompanied by a copy of
thiz ELLA. Copies of the SOFTWARE PRODUCT may be distnbuted az a standalone product

o included with pour cwn product,

Install




STEPA4: Click Install to begin the installation.

Ralink Wireless LAN - InstallS

cense Agreement
&l ad the f

RALIME. \wireless Utlity for Windows 98/ME /2000 ista
Copyright [C] RaLIMK TECHHNOLOGY, CORF. &ll Rights Rezerved.

| Thank you for purchasing RALINE *Wireless product!

SOFTWwWARE PRODUCT LICENSE

| The SOFTWARE PRODUCT iz protected by coperight laws and international copynight
treatizs, az well az other intellectual property laws and treaties. The SOFTWARE PRODUCT
ig licenzed. not sold.

11. GRANT OF LICENSE. This EndHJser License Agreement grants pou the following
rights:Installation and Use. You may install and uze an unlimited number of copies of the
|SOFTWARE PRODUCT.

| Reproduction and Distribution, 'ou may reproduce and distriibute an unlimited number of

| copies of the SOFTWARE PRODIUCT; pravided that each copy shall be a true and complate
copy. including all copyright and trademark notices, and shall be accompanied by a copy of
thiz ELLA. Copies of the SOFTWARE PRODUCT may be distnbuted az a standalone product

or included with your own product.

InstallS

STEP5: Please wait for a while during the adapter is configuring your new software

installation.

IShield Wizard

Setup Status

InstallS




STEPS: After the setup wizard has successfully installed wireless LAN, click Finish to exit the

wizard.

"Ralink Wireless LAN - InstallShield Wizard

InstallShield Wizard Complete

To check if the adapter is properly installed, you can right-click My Computer - choose

Properties > click Device Manager.

File  Action View Help

as | m|E H| 8 2%

gy WINNIE-PC

f-1& Computer

H-=y Disk drives

- Display adapters

Jéﬁ DVD/CD-ROM drives

H-1g IDE ATASATAPI controllers

] ﬁ IEEE 1394 Bus host controllers
v Keyboards

j---ﬂ Mice and other pointing devices
7Bl Menitors

=¥ Metwork adapters

80211n Wireless LAN Card

orking Controller

i Bl Portable Devices

7-Y5" Ports (COM & LPT)

]--B Processors

7% Sound, video and game controllers
]--{:— Storage controllers

i1kl Systemn devices

- i Universal Serial Bus controllers




The Configuration Utility appears as an icon on the system tray of Windows while the

adapter is running. You can open the utility by double-click on the icon.

- Ralink Wireless Utility

Profile | Link Status ~ Site Survey | Statistics | WPS Configuration | QoS | Aboust |

sSID | BSsID | Phy | Signal | & C..| Encryption | Authentic... | Network Ty... |
Default_11N  00-06-4F-23-4466 N 29% & MNare Unkriown Infrastructure
LINI 00-06-4F-50-1EBE G 44% [ None Unknown Infrastructure
SMC 00-13-F7-1926D2 G B6% [ None Unknown Infrastructure
RT2561_1 00-AA-BBO1-23-45 G 10% [ Nane Unkriown Irfrastructure

00-07-40-F1-9942 G 100: 9 TKIP WPAPSK  Infrastructure
Belkin_MN1 00-17-3F5A-BE-AD N 865 11 AES WPAPS..  Infrastructure
WR514VN-... 00-06-4F-46-73-60 N TKIP WPAPSK  Infrastructure
mySSID 00-03-7F-FEDOD2 G 11 MNane Unkniown Infrastructure

Connected <> WLAN_SW Add to Profile

Ralink wireless utility needs to cooperate with Microsoft AutoConfig service in order to
perform scanning and connecting actions, so the AutoConfig service should be enable

beforehand.

Launch Cenfig Utilities
Switch to AP Mode
Exit
a3 eM

Control Menu =» Once Ralink wireless utility is minimized, the user can click the Ralink icon
on the taskbar to bring up the control menu.

® Launch Config Utilities > Restore Ralink wireless utility window.

® Switch to AP Mode > Select this option to change to AP mode.

® Exit > Select Exit to close the Configuration Utility tool.




3. Wireless Network Configuration Utility

3.1 For Windows XP & 2000

The Configuration Utility is a powerful application that helps you to configure the
Wireless LAN adapter and monitor the link status and statistics during the communication
process.

When the adapter is installed, the configuration utility will be displayed automatically.
This adapter will auto connect to wireless device which has better signal strength and no
wireless security setting.

In Windows XP, it provides wireless configuration utility named “Windows Zero
configuration” which provides basic configuration function for Ralink Wireless NIC, Ralink’'s
Utility (RaUl) provides WPA supplicant functionality. To make it easier for user to select the
correct utility, RaUl will let user make the selection when it first runs after windows XP boots.

RaUl can co-exist with WZC (Windows Zero Configuration). When coexisting with
WZC, RaUl only provides monitoring function, such as link status, network status, statistic
counters, advance feature status, WMM status and WPS status. It won't interfere with WZC'’s
configuration or profile functions. Please see below picture: To select WZC or RaUl

LauniEanfia Lities Launch Config Utilities

Lise Zern Configuration as Configuration utiity T AT
o cenfiabianss ael o tine S Lise RaConfig as Configuration utility

If “Use Zero Configurations as Configuration utility” is selected, please continue on the

section. Below picture shows that the RaUI status when WZC is active as main control utility.
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Rescan

Status == 4P1 =--= 00-03-7F-00-D7-4d
Extra Info == Link iz Up [TxPower:100%]
Channel »» & =--» 2437000 MHz o =
suthentication == Unknawn joral : ?’W
Encryption == Mane | Moise Strength == 26%
Metwork Type == Infrastructure Tanerit
IP Address => 192.168.5.40 Link Speed +> 54,0 Mbps
Sub Mask == 2RE,2EE 2ER.0O
Default Gateway == 192.168.5.254
HT

Throughput == 0,000 Mbps

Receive
By = nia SHRO == nfa Link Speed == 4.0 Mbps
Gl > nfa MCS => nfa SMRT > nda Throughput == 0,093 Mbps

When activating WZC, there are couple different on RaUl status compare to the without
WZC running:

(1) Profile button will be gray, profile function is removed since the NIC is controlled by WZC.

(2) The connect and add profile function will be gray. The reason is same as the first

difference.




[Use WZC to configure wireless NIC]

STEP1: If connection is lost or not connected, the status prompt as below will pop up.

5 Wireless networks detected bad

Cne of more wireless networks are in range of this compuker,
To see the lisk and connect, dlick this message

STEP2: Right-click the network connection icon in the task bar.

Change Windows Firewall settings

Cpen Mebwork Connections

Repair

Yiew Available Wireless Networks

STEP3: Select “View Available Wireless Networks” will pop up the dialog shown as below.

14! Wireless Network Connection

Nibirale Tl Choose a wireless network

ﬁ Refresh network list Click an iterm in the list below ko connect to a wireless nebwoark in range or bo get more
information,

RalinkInitialaP

) 5
oy Selup g wirgless elwurk, Q)
~a

For a home: ar small office ( ﬁ )

Unsecured wireless netwark, Ill!u

Related Tasks ({ﬁ}) ail

‘i; Learn about wireless Ursecured wireless network “I!!
AEBAEIRnD Alberty-200

(1)
% Change the order of ﬁ

preferred networks "_f Security-enabled wireless nebwork (W PA) III![I

99

' Change advanced ({i})

sethings
(ﬁ—‘r)

(‘ﬁ})

Unsecured wireless netwark, I'I!!
APPA

Unsecured wireless nebwork Ill![l
181

‘i Security-snabled wireless network i“!u o

e X
Lonmect




STEP4: Select intended AP and click “Connect” shown as below, then click “Connect
Anyway”.
(i1 Wireless Network Connection :

NekRcHeTaike Choose a wireless network

g Refresh netwark list _hck an ikem in the st belaw Lo connect to a wireless netwaork.n range or Lo get more
infarmation,

<M Set up a wireless netwark ({(e))] RalinkInitialAP
for a home ar small office

Unsecured wireless netwoark,

Belaved Tasks Wireless Network Connection

\-ia) Learn about wi

networking ": You are connecking ko the unsecured network "AP1", Information sent

) over this network is not encrypted and might be visible ko other peaale,
5% ‘Change the org :

preferred netw

g Change advang

settings [Qonnect Anyway ] H Cancel ﬂ

- I -
Unsecured wireless network, l“!!

('fi?)
APPA

g &

"f’ Security-enabled wireless netwark (WPA) I“!u
99

STEPS5: AP1 is successful connected.
15 Wireless Network Connection

T Choose a wireless network

ﬁ Refresh netwark: list Click an item in the lisk below to connect ko a wireless netwark. in range or to get more
infarmatian,

AP1 Connected ﬂf

< Sebup a wireless network
= A ({=})
Far a home ar small office ( i )

Unsecured wireless network. Illl!
242

Related Tasks ({i))

\,i) Learn about wireless *n’ Security-enabled wireless network (WPA) Il[l[ll]
networking 202

(@)
% Change the order of i

preferred netwarks Unsecured wireless netwark, Illl!

AP

o Change sdvanced ({i):l

sethings =
"t Security-enabled wireless network (WPA) Illll]

219

(<i>)
*n’ Security-enabled wireless network (WRA) Illl!
({i)) Baron_PC_AP4

*n’ Security-enabled wirelass network I.[I[II] el

Conneck




STEPG: If you want to modify information about AP, click “Change advanced settings”
{1 Wireless Network Connection

T Choose a wireless networl

ﬁ Refresh network: lisk Click an item in the lisk below to connect ko a wireless netwark in range or to get more
infarmation,

<2 Set up a wireless network : AP1 Connected f:i,’ :
for a home or small office i

Unsecured wireless network Illl!

Related Tasks 22 =

i Learr about wireless "f Security-enabled wireless netwaork (WRA) II'][I['
networking 202

5% Change the order of !
preferred networks Unsecured wireless network Illl

i Change advanced Al

sethings

"f Security-enabled wireless netwaork (WRA) I.I![I
219

"f Security-enabled wireless nebwork (wPA) Illl!
Baron_PC_AP4

' Security-enabled wirsless netwark Ill][l[l v

Connect

STEP7: Choose “Wireless Networks” tab.

- Wireless Metwork Connection Properties E||E|

General Wireless Metworks | Ad\rancedl

ELI ze Windows to configure my wireless network, settings

Awallable netwiorks:

To conkect to, dizconnect from, or find out more information
about wireless networks in range, click the button below.

[ Wiew Wireless Mebwaorks

Prefered netwiorks:
Automatically connect to available netwaorks in the order listed
below:

@ 4P (Automatic) b eve up

e down

[ Add. H Remove J[ Properties J

Learn about zetting up wireless network

configuration,

Ok, _H Cancel ]




STEPS: Click “Properties” and then click “OK” button.

AP1 properties

Association | Authentication | Connection |

Metwark name [S510]: |.i‘-.!'-‘!

Wwireless nebwork, key
Thiz netwiork, requires a key far the fallowing:

Metwork, Authentication: | w |

D ata encroption: | Dizabled

v

Keyindex |advanced| 1

Thie key is provided for me automatically

Thiz 1z a computer-to-computer [ad hoc] netwaork; wireless
acocess points are hot uzed

0k, ][ Cancel l

STEP9: After filling appropriate value, click “OK” button. And the status will prompt up as
below.

1] Wireless Network Connedtion is now connected | #

Carnected ko: GP1
3Ignal strencth: Excellent

STEP10: Click the Ralink’s icon will bring up RaUl main window. User can find the surrounding

APs in the list. The current connected AP will also shown with the green icon indicated as

below screen. User may user the available tab to configure more advanced features provided
by Ralink’s wireless NIC.




- % # @ ¢ 3 g

MNetwark Advanced Statistics WA WPS Radio On/Off  About

Sorted by =» @ SSID @ Channel @ Signal [ Show dBm
&P List == -

_Shiang_2B604P o2l
EEE] &3
alberty-200 e
ap b1
p api e
APPA e
azus @11

Broadcom @11
Buffalo 54 2l
Cobra

81%

=R

55k

e

hh%
100%
0%

(T IC AT AT I I ICICIC T
oo oo
Eh

s

Rescan

Status == AP1 <--= 00-03-7F-00-D7-44
Extra Info = Link is Up [TxPower: 1005
Channel == & <--» 2437000 MHz
Authentication == Unknown

Encryption == Mone Noiée Strength == 26%

Metwork Type == Infrastructure Transmit

IP ddress == 192,168.5,40 Link speed == 5.0 Mbps
Sub dhask == ZRA,ZRE,ZRR.0 Throughput == 0,000 Mbps
Default Gateway == 192,168.5,254

2l Receive

B => nia SMRD == nfa Link peed == 54.0 Mbps
Gl =» nifa MCS == nfa SMRA == nfa Throughput == 0,098 Mbps

3.1.1 Start

When starting RaUl, system will connect to the AP with best signal strength without setting
profile or matching profile setting. It will issue a scan command to wireless NIC. After two
seconds, the AP list will updated with the result of BSS list scan. The AP list include most used
fields, such as SSID, network type, channel used, wireless mode, security status and signal

percentage. The arrow icon indicates the connected BSS or IBSS network.
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Rescan Connect
Status =» AP <--= 00-03-7F-00-07-44
Extra Info =» Link iz Up [TxPower: 100%]
Channel == & <--= 2437000 MHz
Authentication =» Unknown
Encryption == Mone
Metwark Type == Infrastructure

IP Address == 192,168.5.113

Transmit -

Sub Mask == Z55,255,256.0
Default Gateway == 192,168.5,254

il Receive

BW == nfa SMRO =+ nfa

Gl == nfa MCS == nfa EMRT == nfa

Link Speed == 54,0 Mbpz
Throughput == 0,000 Mbps

Link Speed == 54,0 Mbps
Throughput == 0.014 Mbps

WP Radio On/Off  About

[] Show dBm

2R3 s 0%
Moise Strength == 264K

There are three sections in RaUl. These sections are briefly described as below.

B Button Section: include Profile page, Network page, Advanced page, Statistics

page, WMM page, WPS page, About button, Radio On/Off button and Help button.

=» Button Section

&

Statistics

WML

Profile Meatwork Advanced

= Move to the Left

@

= Move to the Right

D

WWPS Radio On/Off  About

o




B Function Section: Corresponding button
=> Profile Page

Profile List

Profile Mame ==
SSID ==

Metwork Type ==
futhentication ==
Encryption ==

Use 502, 1x ==
Channel ==

Power Save Mode ==
T Power ==

RT& Threshaold ==

Fragment Threshald »»

= Network Page
Sorted by == o SSID o Channel o Signal [ Show dBm
AP List »» -

_Shiang_2860AP H
aaa &3
AlbertY-200 e
ap i

P apt e
APPA e
asus @11

Broadcom @11
Buffalo 54 2N

Cobra @6

Add to Profile

81%

LS

BHY

ek

1
100%
0%

e

& & & & 6 66 6 6
Tooovooooouw

Rescan Connect

= Advanced Page

Wireless mode == 1302, 11 BSGMN mix D Enable CCX (Cisco Compatible eXtensions)

Tiarm on

Enable Tx Burst

Enable TCP Window Size

Fast Roaming at | 70 dBm

Shaow duthentication Status Dialog

Select Your Country Region Code

11EB/G +» fo: cHi-11




=> Statistics Page

Transmit Receiie

Frames Transmitted Successfully

Frames Retransmitted Successfully

Frames Fail To Receive ACK After All Retries
RT% Frames Successfully Receive CTS

RT5 Frames Fail To Receive CTS

Reset Counter

= WMM Page

—WWAM Setup Status
W == Enabled Power Save == Disabled Direct Link == Disabled

[@] kit Enable
[] ‘b - Power Save Enable

O

[] Direct Link Setup Enable

e RN

= WPS Page

_ WPS AP List

IC & Unknaown hsinchuq 00-11-26-71-27-68

64533945 | Renew

WPS Profile List Config Mode

Enrolles R

WPS Azsociate |E Progress »= 0%

WPS Probe |E




= About Page

[c) Copyright 2007, Ralink Technology, Inc, All rights reserved,

RaCaonfig Version =» Date == 05-02-2007

Driver Version == Date == 07-25-2007
EEPRCM Wersion == 1.1
Firmware Wersion > 0.7

Phy_#ddress => 00-06-4F-12-34-5é4

WWW,RALINKTECH. COM

B Status Section: Include Link Status, Authentication Status, AP’s information,

Configuration and retrying the connection when authentication is failed.

= Link Status

Status == WLAM_SW =-—-> 00-07-40-F1-99-42
Extra Info =» Link is Up [TxPower: 100%]
Channel == 9 <—» 2452 Mtz B
Authentication =» WPA-PSK m

Encryption == TKIP - Moise 5t

Metwork Type == Infrastructure Transmit

IP Address == 192, 168.10.45 Link Speed == 54,0 Mbps
Sub Mask => 285,255,255.0 Throughput == 4,156 Kbps
Default Gateway == 192, 168,10.1

ki Receive

BW == nfa SHRD == nfa Link Speed == B4.0 Mbps
Gl > nfa MCS = nfa SMRA == mia Throughput == 14,896 Kbps

=> Authentication Status

Authentication Status

Card Mame == Ralink. 802, 11n Wireless LAM Card Connected by manual...

16:37:26,062 Starting network connection...
163726171 Metwork is connecting...
16:37:25.281 PEAFP duthenticating...
16:37:28.375 wiireless client is authenticated.

Cancel




= AP’s Information

General — CCx

551D == AP

MAC Address »» 00-03-7F-00-D7-Ad E 3
i~ Supported Rates (Mbps) -
11,2, 5.5, 11, 6, 12, 24,36, 9, 18, 48, 54

Authentication Type == Unknown

Encryption Type == Mone
Channel == & =--= 2437000 KHz
Metwork Type == Infrastructure

Beacon Interwal == 100

=> Retry the Connection

Card Mame »> Ralink 802, 11n Wireless LAN Card
Profile Mame == PROF1

Meszage =» Inwalid identity or password

=> Configuration

Systern Config

Auth. % Encry. BO21X

Authentication =» WP - Erncryption ==

Identity ==

Paszward ==

Cancel

TKIP

WPA Preshared Key == |

Wep Key

@ Hevtl

@ ez

OK

[] show Password

Cancel

B At the mean time of starting RaUl, there is also a small Ralink icon appears within

windows taskbar as below. You may double click it to bring up the main menu if you

selected to close RaUl menu earlier. You may also use mouse;s right button to close

RaU! utility.




=>=> Ralink icon in system tray.
B Besides, the small icon will change color to reflect current wireless network

connection status. The status indicates as follow:

> Ky indicate Connected and Signal Strength is Good.
e . .
> A3 _indicate Connected and Signal Strength is Normal

> K indicate Wireless NIC is not connected yet

> ﬁ -- indicate Wireless NIC is not detected
> K -- indicate Connected and Signal Strength is Weak

3.1.2 Profile
Profile can book keeping your favorite wireless setting among your home, office, and other
public hot-spot. You may save multiple profiles, and activate the correct one at your

preference.

Profile List -

Profile Mame ==
5510 ==

MNetwork Type ==
Authentication ==
Encryption ==

Use 802, 1x ==
Channel ==

Power Save Mode ==
Tx Power ==

RT3 Threshold ==

Fragment Threshold ==

Add

[Definition of each field]

Profile Name: Name of profile, preset to PROF* (* indicate 1,2,3,...)

SSID: AP or Ad-Hoc name

Network Type: Network’s type, including infrastructure and Ad-Hoc.

Authentication: Authentication mode

Encryption: Encryption Type

Use 802.1x: Whether or not use 802.1x feature

Channel: channel in use for Ad-Hoc mode

Power Save Mode: Choose from CAM (Constantly Awake Mode) or Power Saving Mode.

Tx Power: Transmit power, the amount of power used by a radio transceiver to send the
signal out.

RTS Threshold: User can adjust the RTS threshold number by sliding the bar or key in the
value directly.

Fragment Threshold: User can adjust the Fragment threshold number by sliding the bar or




key in the value directly.

[lcons and buttons]

’ => indicate connection is successful on currently activated profile
P 5 indicate connection is failed on currently activate profile

@ => indicate network type is infrastructure mode

ﬁ => indicate network type is Ad-Hoc

=> indicate security-enabled wireless network

. o = Add a new profile

Edit . _ .
: . => Edit an existing profile

. =» Delete an existing profile

Activat . )
Ak => Activate selected profile

¥ = Show the information of Status Section

4. = Hide the information of Status Section

3.1.2.1 Add/Edit Profile

There are 3 methods to open Profile Editor form:

=> You can open it from “Add to Profile” button in Site Survey function
= You can open it form “Add” button in Profile function

= You can open it from “Edit” button in Profile function

System Config  Auth. \ Encry. O

Prafile Mame =» IPROF1

Metwark Type == |nfrastructure w

S5ID »> | 4P Tx Poier =» Kitn .

Preamble -
Power Save Mode =» @ Cibha o Pt

[ RIS Threshold i} e ]-_ S5 —
[] Fragment Threshold 25¢ Fa4 ]

Cancel




Systern Config ~ Auth. % Encry.

Authentication == Oper - Encryption = More - D 802, 1%

WPA Preshared Key =» ]

Wep Key

@ Key#t1 Hexadecimal

@ rewiz Hexadecimal

o Key#s Hexadecimal

o Keyitd Hexadecimal [] show Password

Ok Cancel

Profile Name: User can chose name for this profile, or use default name defined by system.
SSID: User can key in the intended SSID name or use pull down menu to select from available
APs.
Power Save Mode: Choose from CAM [Constantly Awake Mode] or Power Saving Mode.
Network Type: There are two types, infrastructure and 802.11 Ad-Hoc mode. Under Ad-Hoc
mode, user can also choose the preamble type, the available preamble type includes auto and
long. In addition to that the channel field will be available for setup in Ad-Hoc mode.
RTS Threshold: User can adjust the RTS threshold number by sliding the bar or key in the
value directly. The default value is 2347.
Fragment Threshold: User can adjust the Fragment threshold number by sliding the bar or
key in the value directly. The default value is 2346.
Channel: Only available for setting under Ad-Hoc mode. User can choose the channel
frequency to start their Ad-Hoc network.
Authentication Type: There are 7 type of authentication modes supported by RaUl. They are
Open, Shared, LEAP, WPA, WPA-PSK, WPA2, WPA2-PSK.
Encryption Type: For open and shared authentication mode, the selection of encryption type
are None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the
encryption type supports both TKIP and AES.
802.1x Setting: It is an authentication for WPA and WPAZ2 certificate to server.
WPA Pre-Shared Key: This is the shared secret between AP and STA. For WPA-PSK and
WPA2-PSK authentication mode, this field must be filled with character longer than 8 and less
than 32 lengths.
WEP Key: Only valid when using WEP encryption algorithm. The key must matched AP’s key.
There are several formats to enter the keys:

=> Hexadecimal — 40bits: 10 Hex characters

=> Hexadecimal — 128bits: 26 Hex characters.

=> ASCII — 40bits: 5 ASCII characters

= ASCII — 128bits: 13 ASCII characters




3.1.2.2 Example to Add Profile in Profile
Step 1: Click Add in Profile function

- & # @B © ¢

Profile MNetwark Advanced Statistics WA WYPS Radio On/Off  About
Profile List —
Frofile Mame »»
SEID ==
Metwork Type ==
Authentication ==
Encryption =>
Use 802 1x =»
Channel ==
Power Save Mode ==
Tx Power ==
RTS Threshold ==

Fragment Threshald ==

Status »» AR1 <--= 00-03-7F-00-D7-4d
Extra Info =+ Link is Up [TxPower:100%] [ 134

Channel =» 6 == 2437000 MHz 1 Sigral Strength 2 5 5%
Authentication »» Unknown [ siznal strengtn 3 >» 29%
Encryption == Mone | i Moise S‘tre‘n‘gth == 0%

Network Type => Infrastructure Transmit

IP dddress = 192, 168.5.60 Link Speed == 54.0 Mbps
Sub Mask > 255,266,285,0 Throughput == 0,000 Mbps
Default Gateway »> 192.165.5.254

HT
Receive

Bl = nia SMRD == nfa Link Speed = 54.0 Mbps
Gl = nfa WCS == nfa SMR1 > nfa Throughput == 0.025 Mbps

Step 2: Add Profile page will pop up.

a ¢

WWPS Radio On/Off  About

Profile Netwark Advanced Statistics
Profile List

Profile Hame =>

551D 2>

Metwork Typs =>

Authentication =»

Encryption =»

Use 802.4x =»

Channel >

Power Save Mode »»

Tx Power ==

RT: Threshold ==

Fragment Threshold >

System Config  Auth. VEncry.

Praofile Mame == iPROFﬂ Metwork Type == |nfrastructure

51D 5 1 Tz Power == Auto

Power Save Mode > (@) CAM @@ PsM

[ RTS Threshold

[ Fragment Threshold

cancel




Step 3: Change profile name to what you want to connect. Pull down the SSID and select one
intended AP. The AP list is the result of last Network.

- ® D

Profile Netwark Advanced Statistics VAR WPS Radio On/Off  About
Profile List
Prafile Mame =+
S5I0 =5
Metwork Type =»
Authentication ==
Encryption ==
Use B0Z.1x >
Channel ==
Power Save Mode ==
T Poler =&
RTS Threshaold ==

Fragment Threshald ==

LR AR

Profile Name =» 1PROF1 Metwork Type == Infrastructure W

SSID =5 ‘ T Power =» Auto

_Shiang_28604P 000C43686018
Paer Save Mode == (yberty-200 O0AAZESZERTE
AP 0007404D0CTE
[ R Threshoid APPA 00144549F 42F

Eelkin_MN1_tireless_281111 000C43281111
D Fragment Threshold Etoadcom 001015902EDd,
BroadcomiiiPs 001018902E27
ClaudeiP 000CFEEFCERT
Cobra 000479 5C08ED
DennisiP 000C431027 15
Fiona-ap 000C43386021

Step 4: Then, you can see the profile which you set appear in the profile list. Click “Activate”

to activate the profile setting.
2 ————— |
-~ @ & @ ¢ ¢ @D

Profile Metwark Advanced Statistics Wi WS Radio On/Off  About

Profile List
’ PROFA @ Profile Mame == PROF1
551D == AP
Metwork Type =» [nfrastructure
Authentication »>» Open
Encryption == None
Uze 802, 1x == MO
Channel == 1
Pouet Save Mode == Chd
Tx Power == Auto
RTS Threshold == 2347

Fragment Threshold »= 3344

Celete Activate

Status »> AP1 <--= 00-03-7F-00-D7-id
Extra Info =+ Link is Up [TxPower:100%]
Channel =» & <--= 2437000 MHz
Aduthentication »> Open
Encryption == NONE
Metwaork Type == Infrastructure TrTRmIT
IP Address == 192,168.5.60 Link Speed = 54.0 tbps
Sub thask =» Z65.255.255.0 Throughput =+ 0.000 Mops
Default Gateway => 192.165.5.254

=l Receive

BW == nfa SMRO => nfa Link Speed => 54.0 Mbps
Gl => nfa MCS =5 nfa SNRA 55 nfa Throughput >= 0,033 Mbps




3.1.3 Network

Under the Network function, system will display the information of surrounding APs from last

scan result. List information includes SSID, BSSID, Signal, Channel, Encryption algorithm,

Authentication and Network type as below:

Sorted by ==

_Shiang_2B604AP
EEE]
AlbertY-200
ap

| X
APPA
asus
Broadcom
Buffalo 54
Cobra

Rezcan

@ 550

Connect

[Definition of each field]
SSID: Name of BSS or IBSS network

@ Channel

T2l
P
e
i
e
be
3N
v
ol
b

4dd to Profile

@ Signal

AP List == -

81%
55%
Te%
5%

LS}

LS

® & 66 ® ® 660 6 6 5
oo oueoo

[ Show dBm

Network Type: Network type in use, infrastructure for BBS, Ad-Hoc for IBSS network

Channel: Channel

in use.

Wireless Mode: AP support wireless mode. IT may support 802.11a, 802.11b, 802.11g or

802.11n wireless mode.

Security-Enable: Whether AP provides security-enabled wireless network

Signal: Receive signal strength of specified network

[lcons & Buttons]

’ => Indicate connection is successful.

@ => Indicate network type is infrastructure mode.

ﬁ- =>» Indicate network type is Ad-Hoc mode.

-
=> Indicate security-enabled wireless network.

d 3 |ndicate 802.11a wireless mode

=>» Indicate 802.11b wireless mode.
g => Indicate 802.11g wireless mode.

= Indicate 802.11n wireless mode.

@ 5500

AP lists are sorted by SSID, Channel, or Signal.

Sarted by »» @ Channel

=> Indicate the




=» Command to connect to the selected network.

Rezcan . . .
= Issue a rescan command to wireless NIC to update information on

surrounding wireless network.

ﬂn:h:lltcu Profile

= Add the selected AP to Profile setting. It will bring up profile page and

save user’s setting to a new profile.

[Connected Network]

(1) When RauUl first ran, it will select the best AP to connect automatically.

(2) If user wants to connect to other AP, He can click “Connect: button for the intended AP to
make connection.

(3) If the intended network has encryption other than “Not Use”, RaUl will bring up the security
page appropriate information to make the connection.

(4) When you double-click on the intended AP, you can see AP’s detail information.

3.1.4 Advanced

Wireless mode »> 1302.11 EFG M mix L] D Enable CCX (Cisco Compatible extensions)

Enable TX Burst

Enable TCP Window Size

Fast Roaming at l— dEm

Show Authentication Status Dialog

Select Your Country Region Code

|0: cH1-11

Apply
£
Wireless Mode: Select wireless mode. 802.11B only, 802.11B/G mix, and 802.11B/G/N mix,

modes are supported. (802.11 A/B/G mix selection item only exists for A/B/G adapter;
802.11B/G/N mix selection item only exists for B/G/N adapter; 802.11A/B/G/N mix selection
item only exists for A/B/G/N adapter.)
Wireless Protection: User can choose from Auto, On, and Off (Only 802.11n adapter don’t
support)

= Auto: STA will dynamically change as AP announcement

= ON: Always send frame with protection.

=> Off: Always send frame without protection.




TX Rate: Manually force the Transmit using selected rate. Default is auto. (802.11n wireless
card doesn't support.)
Enable Tx Burst: Ralink’s proprietary frame burst mode.
Enable TCP Windows Size: Enhance throughout.
Fast Roaming at: Fast to roaming, setup by transmit power.
Select your Country Region Code: 8 countries to choose.
Show Authentication Status Dialog: When you connect AP with authentication, choose
whether show “Authentication Status Dialog” or not. Authentication Status Dialog display the
process about 802.11x Authentication.
Enable CCX (Cisco Compatible eXtensions): support Cisco Compatible Extensions
function.

=> LEAP turn on CCKM

= Enable Radio Measurement: can channel measurement every 0~2000 milliseconds.
Apply: Save the save changes
W = Show the information of Status Section

4. = Hide the information of Status Section

3.1.5 Statistics
Statistics page displays the detail counter information based on 802.11 MIB counters. This

page translates the MIB counters into a format easier for user to understand.

[Transmit Statistics]

Transmit Receive

Frames Transmitted Successfully

Frames Retransmitted Successfully

Frames Fail To Receive ACK After All Retriss
RTS Frames Successfully Receive CTS

RTS Frames Fail To Receive CTS

Rezet Counter

Frames Transmitted Successfully: Frames successfully sent.

Frames Fail To Receive ACK After All Retries: Frames failed transmit after hitting retry limit.
RTS Frames Successfully Receive CTS: Successfully receive CTS after sending RTS
frame.

RTS Frames Fail to Receive CTS: Fail to receive CTS after sending RTS frame.




Frames Retransmitted Successfully: Successfully retransmitted frames numbers
Reset Counter: Reset counters to zero

[Receive Statistics]
Transmit Receive

Ftames Received Successiully 3153
Frames Received With CRC Error 201964
Frames Dropped Due To Out-of-Resource u]

Duplicate Frames Received 1]

Reset Counter

Frames Received Successfully: Frames received successfully.

Frames Received With CRC Error: Frames receive with CRC error.

Frames Dropped Due To Out-Of-Resource: Frames dropped due to resource issue.

Duplicate Frames Received: Duplicate received frames.
Reset Counter: Reset counters to zero
¥ = Show the information of Status Section

4. = Hide the information of Status Section

3.1.6 WMM
WMM function involves “WMM Enable”, “WMM-Power Save Enable” and “DSL Setup”.

WA Setup Status
ik == Enabled Pawer Save == Disabled Direct Link == Dizabled

[ ki Enable

[] thbi - Power Save Enable

[[] Direct Link Setup Enable

s T T

WMM Enable: Enabe Wi-Fi Multi-Media.
WMM-Power Save Enable: Enable WMM Power Save.
Direct Link Setup Enable: Enable DLS (direct Link Setup).




[WMM Enable — Enable Wi-Fi Multi-Media]
If you want to use “WMM-Power Save” or “Direct Link Setup” you must enable WMM. The
setting methods of enabling WMM indicating as follow:

Step 1: Click “WMM Enable”

WikAh Setup Status
Wikaht =» Enabled Power 5ave »» Disabled Direct Link == Disabled

@ Wik Enable

[] Wit - Pawer Save Enable

[[] Direct Link Setup Enable

-

Step 2: Change to “Network” function. And add an AP that supports WMM features to a

Profile. The result will look like the below figure in Profile page.

Profile Network  Advarced  Statistics ) WS Radio On/Off

Profile List
lb Profile Mame »» PROF1

P FROF1
SEI0 == AP
Metwork Type == Infrastructure
Authentication »» Cpen
Encryption =» Mone
Uze G02.1x == MO
Channel == 1
Power Save Maode => ChAt
T Power == Auta

RT: Threshold =» 2347

Fragment Threshold == 2346

Delete Activate

status == AP1 <--> 00-03-7F-00-D7-44
Extra Info == Link is Up [TxPower:100%] i
Channel == & 2--» 2437000 MH=z . aryal | P
Authentication == Open m (pER e
Encryption == MONE ; Moise Stréﬁgth »» Z6%
Metwark Type == Infrastructure Transmit
IP dddress »» 192,168,560 Link Speed == 54.0 #bps
Sub Mask == 266,255,266.0 Throughput »= 0,000 Mbps
Default Gateway == 192,165.5,254

s Receive —

BW == nfa SMRD => nfa Link speed »> B4.0 Mbps
Gl =+ nfa MCS =3 nfa SMRA == nda Throughput > 0.033 Mbps




[WMM-Power Save Enable — Enable WMM Power Save]
Step 1: Click “WMM-Power Save Enable”

~ihid Setup Status -
ki == Enabled Power Save == Disabled Direct Link == Disabled

[ hidh Enable

[@] ‘¥ - Power Save Enable

[ scBK [

|:| Direct Link Setup Enable

Step 2: Please select which ACs you want to enable. The setting of enabling WMM-Power

Save is successfully.

— kit Setup Status -
Wikt => Enabled Power Save => Enabled Direct Link == Disabled

[@] ik Enable
[ i - Powet Save Enabls

[ AC_Bk [J wc_eE

[] Direct Link Setup Enable

[Direct Link Setup Enable — Enable DLS (Direct Link Setup)]
Step 1: Click “Direct Link Setup Enable”

— W Setup Status
Wit == Enabled Power Save == Disabled Direct Link == Enabled

[@] vems Enable
[ wiéhiéd - Pawer Save Enable

|E| Direct Link Setup Enable

MAC pddress == Timeout Valle =» &0 sec Apply

Tear Down




Step 2: Change to “Network” function. And add an AP that supports DLS features to a Profile.
The result will look like the below figure in Profile page.

- W F

Profila Metwork Advanced Stai.:'is'tics

Profile List
P PROF1

4

Edit. Delete ﬂ.cti\f_ate
Status == AP1 <--» 00-03-7F-00-D7-44
Extra Info == Link iz Up [TxPower:100%]
Channel == & <--= 2437000 MHz
Aduthentication == Open
Encryption == MOME
Metwark Type == Infrastructure
IP &ddress == 192,165, 5.60
Sub Mask == 265,266,265.0
Default Gateway == 192, 168.5.254
HT
BW => nia

SMRO == nfa

Gl == nfa MCS == nfa SMRT == nfa

@ o ¢

WA, WPS Radio On/Off  About
Profile Mame »» PROF1
SEID == AP1
Metwark Type == Infrastructure
Authentication => Open
Encryption == Mone
Use 802, 1x == NO
Channel == 1
Power Save Mode == CAM
Tx Power == duto
RTS Threshold =» 2347

Fragment Threshold == 23464

_- Moise Strength =» 26%
Tranzmit
Link Speed == 54.0 Mbps
Throughput == 0,000 Mbps

Receive
Link Speed == Bd.0 Mbps
Thraughput == 0,033 Mbps

Mbps

The Setting of DLS indicates as follow:

(1) Fill in the blanks of Direct Link with MAC address of STA. The STA must conform to 2
conditions as follow:

= Connect with the same AP that support DLS features.

=>» Have to enable DLS

[~ MisAM Setup Status -
ikt => Enabled

Power Save = Disabled
[ vems Enable

[ wéhié4 - Power Save Enable

|E| Direct Link Setup Enable

MAC Address ==||00 0o |43 ]28 ]60 oo

Direct Link == Enabled

Timeout Value > 600 zec apply

Tear Down




(2) Timeout Value represent that it disconnect automatically after some seconds. The value is
integer. The integer must be between 0~65535. It represents that it always connects if the
value is zero. Default value of Timeout Value is 60 seconds.

WA Setup Status -
WikiM => Enabled Power Save == Disabled Direct Link >> Enabled

[@] ik Enable

[] viéhté - Power Save Enable

[@] Direct Link Setup Enable

MAC Address == |00 |Oc |43 128 ]60 IDD Timeout Walue = Apply

Tear Down

(3) Click “Apply” button. The result will look like the below figure.

i Setup Status
kit == Enabled Power Sawe »» Disabled Direct Link »» Enabled

[ veMs Enable

[] ‘' - Power Save Enable

[@ Cirect Link Setup Enable

MAC Address == {00 lﬂc 143 28 |a0 |00 Timeout Walue =» 400 sec Apply

00-0C-43-25-60-00 600 Tear Down

Describe “DLS Status” as follow:
(1) As the up figure, after configuring DLS successfully, show MAC address of the opposite
side and Timeout Value of setting in “DLS Status”. In “DLS Status” of the opposite side, it

shows MAC address of itself and Timeout Value of setting.

(2) Display the values of “DLS Status” to “Direct Link Setup” as follow:




Step 1: In “DLS Status”, select a direct link STA what you want to show its values in

“Direct Link Setup”.

- Wik Setup Status -
Wiy == Enabled Power 2ave »> Dizabled Direct Link »> Enabled

[@] i Enabls

[ wehidh - Power Sawe Enable

[@] Direct Link Setup Enable

MAC Address =5 I l ! Timeout Walue == 60 zec Apply

00-0C 0-00 &0 Tear Down

Step 2: Double-Click and the result will look like the below figure.

Wk Setup Status
Wit == Enabled Power Save > Disabled Direct Link == Enabled

[@] Wi Enable

[] whii - Power Save Enable

|E| Direct Link Setup Enable

MAC Address 5 |00 iuc ]43 Izs ]60 IDU Timeout Valus = | 600 s=c fipply
Tear Down

(3) Disconnect Direct Link Setup as follow:
Step 1: Select a direct link STA.

—WMM Setup Status
Wikt == Enabled Powwer Save == Dizabled Direct Link == Enabled

[@] Mhibh Enable
[] b - Power Sawe Enable
AR

|E| Direct Link Setup Enable

MAC fddress == IDD IDC ]43 8 |60 |UU Timeaut Walug == &00  sec pply

0o-0s -00 a Tear Down




Step 2: Click “Tear Down” button. The result will look like the below figure.

~ Wb Setup Status
Wikind => Enabled Power Save == Dizabled Direct Link == Enabled

[@] Whibh Enable

[] s - Power Sawe Enable

Direct Link Setup Enable

MaC dddress == ﬁmﬁﬁﬁﬁ Timeout Value == s00  sec Apply

Tear Down

3.1.7 WPS

— & o
MNetwark Advanced Statistics WA WPS Radio On/Off  About
WPS AP List

Rezcan

+ Unknown Ubicom _Sample 00-0C-43-28-60-20 Information

¢ Urkniown arvint-28604F 00-0C-43-28-60-60 oA

——
+ Unknown default 00-15-02-44-04-68 IR

WRS Profile List - Config Mode

—_—
| Enrollee » |

Disconnect

EIM WWPS Associate |E Progress == 0%

PEC WwPS Probe |E i*u'l.fPS status iz dizconnected

status == AP1 <--» 00-03-7F-00-D7-id
Extra Info == Link iz Up [TxPower: 100%]
Channel == 6 <--3 2437000 MHz
Authentication == WPR4 | 2na 3= .
Encryption == TKIP+AES 3 Moise 5trength == 26
Netwoark Type == Infrastructure Transmit -
IP dddress == 192,168,2.8 Link. Speed => 54.0 #Mbps

Sub Mask == 255,255,265.0 Throughput > 0,000 Kbps
Default Gateway == 192,168,2,254

= Receive

EW == nia SMRO == nia Link Speed =: 48.0 Mbps
Gl = nda MCS == nfa SMR1 == nda Throughput == 143.052 Kbps

WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration)

is to simply the security setup and management of Wi-Fi networks. Ralink STA as an Enrollee




or external Registrar supports the configuration setup using PIN configuration method or PBC
configuration setup using PIN configuration method or PBC configuration method through an
internal or external Registrar.
WPS AP List: Display the information of surrounding APs with WPS IE from last scan result.
List information includes SSID, BSSID, Channel, ID (Device Password ID), Security-Enabled.
Rescan: Issue a rescan command to wireless NIC to update information on surrounding
wireless network.
Information: Display the information about WPS IE on the selected network. List Information
includes Authentication Type, Encryption Type, Config Methods, Device Password ID,
Selected Registrar, State, Version, AP Setup Locked, UUID-E and RF Bands.
PIN Code: 8-digit numbers. It is required to enter PIN Code into Registrar using PIN method.
Each NIC Wireless has only one PIN Code of Enrollee.
Config Mode: Our station role-playing as an Enrollee or an external Registrar.
WPS Profile List: Display all of credentials got from the Registrar. List information includes
SSID, MAC address, Authentication and Encryption Type. If STA Enrollee, credentials are
created as soon as each WPS success. If STA Registrar, RaUl creates a new credential with
WPA2-PSK/AES/64Hex-Key and doesn’t change until next switching to STA Registrar.
Control items on WPS Profile List:
=>» Detail: Information about Security and Key in the credential
=> Connect: Command to connect to the selected network inside credentials. The active
selected credential is as like as the active selected Profile.
=> Rotate: Command to rotate to connect to the next inside credentials
=>» Disconnect: Stop WPS action and disconnect this active link. And then select the last
profile at the Profile Page of RaUl if exist. If there is an empty profile page, the driver will
select any non-security AP.
= Delete: Delete an existing credential. And then select the next credential if exist. If

there is an empty credential, the driver will select any non-security AP.

PIN: Start to add to Registrar using PIN configuration method. IF STA Registrar, remember

that enter PIN Code read from you Enrollee before starting PIN.
PBC: Start to add to AP using PBC configuration method.

% When you click PIN or PBC, please don’t do any rescan within two-minute
connection. If you want to abort this setup within the interval, restart PIN/PBC or
press Disconnect to stop WPS connection.

WPS associate IE: Send the association request with WPS IE during WPS setup. It is optional
for STA.

WPS probe IE: Send the probe request with WPS IE during WPS setup. IT is optional for STA.
Progress Bar: Display rate of progress from Start to Connected status.

Status Bar: Display currently WPS Status.




[WPS Information on AP]

WPS information contain authentication type, encryption type, config methods, device
password ID, selected registrar, state, version, AP setup locked, UUID-E and RF bands.
Authentication Type: There are three types of authentication modes supported by RaConfig.
There are Open, Shared, WPA-PSK, and WPA system.

Encryption Type: For Open and shared authentication mode, the selection of encryption are
None and WEP. For WPA, WPA2, WPA-PSK, and WPA2-PSK authentication mode, the
encryption type supports both TKIP and AES.

# & @ 0 9

Profile Network  Advanced  Statistics VMM WPS  Radio OnfOff  About

Sorted by = @ 55D @ Channel @ Siznal [ Show dBm
- — AP List »=

132 e
202 b1
213 gl
215 e
219 &1
243 s
_Shiang_28604P gl
ap &1
P a1 e
APPA e

Rescan Connect Add to Profile

1003
0%

oo oo eoeeae
D

e

@09 0000606e

&=

General WPS _ B02.11n

Authentication Type == Unknown state == Unknown
Encryption Type == Mone “ersion = Unknown
Config Methods »» Unknown AP Setup Locked == Unknown
Device Passwoard [0 == ULID-E »> Unknown

Selected Registrar == Unknown RF Bands == Unknown

Config Methods: Correspond to the methods the AP supports as an Enrollee for adding

external Registrars. (A bitwise OR of values)

Ox0001 IUSEA (Flash Drive)
Ox0002 Ethernet
(0004 Label

Ox0008 Display
00010 External NFC Token
O0x0020 Integrated MNFC Token
0040 MEC Interface
0x0030 FPush Button
D000 Keypad




Device Password ID: Indicate the method or identifies the specific password that the selected

Registrar intends to use. AP in PBC mode must indicate 0x0004 within two-minute Walk time.

%0000 Diefault (FIM)
0001 User-specified
0002 Rekey
D003 Display
Ox0004 PushButton iPEC)
0005 Registrar-specified
e0006-0x000F Reserved

Selected Registrar: Indicate if the user has recently activated a Registrar to add an Enrollee.

The values are “TRUE” and “FALSE”

State: The current configuration state on AP. The value are “Unconfigured” and “Configured”.
Version: WPS specified version.

AP Setup Locked: Indicate if AP has entered a setup locked state.

UUID-E: The universally unique identifier (UUID) element generated by the Enrollee. There is
a value. It is 16 bytes.

RF-Bands: Indicate All RF bands available on the AP. A dual-band AP must provide it. The

values are “2.4GHz" and “5GHz"

3.1.8 About

About function display the wireless card and driver version information.

[C) Copyright 2007, Ralink Technology, Inc. Al vights reserved.

RaConfig Wersion =» 2.0.53.0 Date »» 05-02-2007

Driver Version == 1.0,4.0 Date == 07-28-2007
EEPRCM Wersion == 1.1
Firmware Wersion == 0.7

Phy_dddress =» 00-06-4F-12-34-56

WO, B LIRKTECH. COM

(1) Connect to Ralink’s Website: WWW.RALINKTECH.COM

(2) Display Configuration Utility, Driver, and EEPROM version information
(3) Display Wireless NIC MAC Address.




3.1.9 Link Status
Link Status displays the detail information current connection

Status == AP <> 00-03-7F-00-D7-A4 e
Extra Info == Link is Up [TxPower:100%] i

Channel == & <--= 2437000 MHz

Authentication =» Unknown i _l_

Encryption == Mone Noise-s{:renétﬁ == 26%

Metwork Type == Infrastructure Teamsmi

IP dddress == 192.165.5.40 Link Speed == 54.0 Mbps M
Sub Mask == 255,255.255.0 Throughput »» 0,000 Mbps
Default Gateway == 192,168.5.254
=T

0,004
Mbps
Receive -
B => n/fa SHRD == nia Link speed »» 54.0 Mbps
Gl == nia MCS 35 nia SMRA =5 nfa Thraughput =» 0.111 Mbps

Status: Current connection status. If no connection, it will show Disconnected. Otherwise, the
SSID and BSSID will show here.

Extra Info: Display link status in use.

Channel: Display current channel in use.

Authentication: Authentication mode in use.

Encryption: Encryption type in use.

Network Type: Network type in use.

IP Address: IP address about current connection.

Sub Mask: Sub Mast about current connection.

Default Gateway: Default gateway about current connection.

Link Speed: Show current transmit rate and receive rate.

Throughout: Display transmits and receive throughput in unit of Mbps.

Link Quality: Display Connection quality based on signal strength and Tx/Rx packet error
rate.

Signal Strength 1: Receive signal strength 1, user can choose to display as percentage or
dBm format.

Signal Strength 2: Receive signal strength 2, user can choose to display as percentage or
dBm format.

Signal Strength 3: Receive signal strength 3, user can choose to display as percentage or
dBm format.

Noise Strength: Display noise signal strength.

HT: Display current HT Status in use, containing BW, Gl, MCS, SNRO, and SNR1 value.

(Show the information only for 802.11n wireless card)




3.1.10 Enable AP Mode Feature in Windows 2000 OS
In Windows 2000 Operation System, the local network won't be automatically established
while using Wireless PCI adapter's AP mode. Please follow the below steps to enable Internet

Connection Sharing feature first before you switch Wireless PCI adapter's AP mode.

Step 1: After the Wireless PCI Adapter is installed properly in Windows 2000 Operation
System, go to Start = Settings = Control Panel = Choose “Network and Dial-up
Connections” option. Right-Click your local area connection (such as another LAN Card in the

same computer), and choose “Properties”.

1 Network and Dial-up Connections ] ] 4

File Edit Miew Favorites Tools Advanced Help ‘
$Back - = - | @58arch L, Folders ®| iy OE < | Ed-
Address I Metwork and Dial-up Connections ﬂ Prao

| ﬁ :&:

e Make Mew Local Area
Network and Dial-up  “onnection Conackiog

5 Disakl
Connections SaE
Stakus

Local Area Connection Create Shorkcut
Delete
Rename
Status: Metwork cable unplugged =
(- |
5i5 900-Based PCI Fast Ethernet

Adapter

Type: LAN Connection

@. Displays the properties of the selected connection, i
Step 2: In Sharing tab, enable Internet Connection Sharing for this connection and click

uOKu

Local Area Connection Properties d |

General Sharing |

Internet Connection Sharing allows other computers an yaur
1 local network: to access extemnal resources through this
conhection

Internet Connection Sharing

Local netwaork. operation may be mamentarily disrupted.

[¥ Enable Internet Connection Sharing for this connectior:

Settings... |
r ak. I Cahicel |




Step 3: Back to Network and Dial-up Co

nnection screen, right-click “Local Area Connection

2" (for 802.11n Wireless LAN card) and choose “Properties”.

% Metwork and Dial-up Connections

File  Edit Miew Favorites  Tools

=10l %]

Advanced  Help

{mBack + = - | @Search L Folders @ | f I x @ | -

Address I Metwork and Dial-up Connect

j @GD

ions

S u

Netw;:urk and Dial-up
Connections

Local Area Connection 2
Type: LAN Conneckion
Status: Enabled

802, 11n Wireless LAN Card

@. Displays the properties of the selected connection.

[~ 8
Lol

ey
T4

Local Area
Connection

Make Mew
Connection
Disable

Status

Create Shorkouk
Deleke
Rename

4

Step 4: Select “Internet Protocol (TCP/IP)” and click “Properties”. You will see 802.11n

Wireless PCI adapter will be automatical

Local Area Connection 2 Properties

General | Sharing |

el

Connect using:

I 802.11n wieless LAN Card

Laonfigure |

Components checked are used by this connection:

Client for Microzoft Metworks
File and Printer Sharing for Mi

crosoft Networks

Install...

Uringstall | I Froperties il
LN

ly assigned an IP address as Access Point.

.
Internet Protocol {TCP/IP) Propetties
General |
“r'ou can get [P settings aszigned automatically if pour network. supports

this capability. Othersize, you need to ask pour network, administrator for
the appropriate IP settings.

" Obtain an [P addresz automatically

1920168, 0 1

|255.255.255. i]

P address: .

Subnet mazk:

Defaulk gateway: -

L™

— Dezcription

Tranzmission Contral Protocol/nternet Protocal. The default
wide area network protocal that provides communication
across diverse interconnectad networks.

) Mhtain DNE server address automatizally

£ ze the following DNS server addresszes:

Preferred DMS server: I . E .

[~ Show icon in taskbar when conhected

Altemate DMS server

Adwanced... |

Step 5: In the System tray, now you can

o1

Cancel |

switch 802.11n Wireless PCI Adapter to AP Mode.




Step 6: After switch to AP mode, Ralink Wireless Utility will automatically pup-up. The
Wireless Default SSID is assigned as “SoftAP-56".

Config |Access Eontroll Mac: Tablel Event Logl Statisticsl About I

[SSID 5 oft ] Channel I‘I VI

x|

\Wireless Made Q0211 B/GH mie ™ <- ze Mac Address | Security Setting

Country Region Code

[~ Mo forwarding among wireless clients
1EB/G  |:CHI =l

[~ Hide S5ID

v Allaw B/ 40 MHz

Beacon [ms) 100

T Poweer I'IDD % 'I

Idle tirne(50 - 3600](s) 300

Default Apply

Help |

Step 7: To make sure your Soft AP is working properly, you need to use another computer

which with Wireless LAN feature to access SoftAP-56 AP. In the below example, use another

PC with Wireless feature in Vista Operation System. Go to Start = Control

Panel = Choose

“Network and Sharing Center” option = Click “Connect to a network” to search the

available networks.

Network and Sharing Center

View computers and devices
Connect to a network
Manage wireless networks "f&’ = E ‘ I"
Set up & connection or network bt

WINMIE-PC Internet
Manage network connections (This computer)

Diagnose and repair

Eh Not connected

Wireless networks are available,

Connect to a network

Windows Firewall

View full map




Step 8: Select the network “SoftAP-56" and click “Connect” to establish the connection.

Select a network to connect to

Show |All

Security-enabled network

AU wian sw
5.

Unsecured network

ﬁ SoftAP-56

Ad gein

Security-enabled network

-
-

Set up a connection or network
Open Metwork and Sharing Center

Step 9: After the computer is successful connected to SoftAP-56, Network and Sharing Center

screen will be shown as below. Click “View Status” to see the detail.

()=l » Conopanl > Retwork n g Cener Jofem o

Tasies Network and Sharing Center

View computers and

Connect to a netw

Manage wire

Set up a connection or ne
Manage network connections

Diagnose and repair

Seealso
Internet Options

Windows Firewall

A

WINNIE-PC
(This computer)

5’ SoftAP-56 (Public network)

Access

Connection

(2 Sharing and Discovery
Metwork discovery

File sharing

Public folder sharing
Printer sharing

Password protected sharing

Media sharing

View full map

e

Internet

Customize

Disconnect

Local only
Wireless Metwork Connection (SoftAP-56)

21! Signal strength: Excellent

@ Custormn

@ On

o Off

@ Off (no printers installed)
@ On

& Off

Show me all the files and folders I am sharing

Show me all the shared network folders on this computer




Step 10: In General tab, click “Detail...”, and then you can see the current Network connection
details. If this computer is successful connect to SoftAP-56 Access Point, the DHCP server will

be assigned to same IP address.

]l Wireless Network Connection Stat ]

General

Connection
IPv4 Connectivity: Local
IPv6 Connectivity: Limited
Media State: Enabled Metwark Connection Details:

S51D: SoftAP-56 P val
Duration: 00:10:46 foperty o

270.0 Mbps Connection-specific ON. ..
Deseription 202 11n USE Wireless LAN Card

,3!;!! Physical Address 00-064F-55-83-77
DHCP Enabled Yes
IPv4 IP Address 192.168.0.186
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Wednesday, October 12, 2005 5:00:17 A
Lease i Wednesday, October 19, 2005 5:05:04 A
| |Pv4 Default Gateway 152.168.0.1
Bytes: IPv4 DHCP Server 192.168.0.1
IPv4 DNS Server 192.168.0.1

5
Network Connection Details

Wireless Properties ]

Th o AV T Jerve

 @eropertes | | @osable || Diagnose | NetBIOS over Tepip En...  Yes
Linkocal IPvE Address fel0:elfe babdb17e:6a7e%15

IPvE Default Gateway
| IPw6 DNS Server

al




3.2 For Windows Vista
Ralink wireless utility is shown as below. There are 6 settings pages in Ralink wireless

utility:

Profile | Link Status I Site Surve.ﬂ_.rl Statistics I WPS Configuration I QoS I About I

— Profile List

Profile Name l 5510 I Channel I Authertication I Encryption I Metwork Type
PROF1 WLAN_SW Auto WERA-PSK TKIP Infrastructure

Profile Page: Manage the profile.

Link Status Page: Display current connection information.

Site Survey Page: Display the available networks.

Statistics Page: Display the packet counters

WPS Configuration Page: Connect to WPS (Wi-Fi Protected Setup) capable APs.
QoS Page: It involves “WMM Enable”, “WMM — Power Save Enable” and DLS setup

About Page: Display Ralink driver and utility information.

3.2.1 Profile
In the “Profile”, you can view and manage the current using Available Point(s). You can

Add, Delete, Edit, or Activate the current Available Point(s). Also you can duplicate the AP or

set current AP as Default.




. Ralink Wireless Utility

Profile | Link Status I Site Surve.ﬂ_.rl Statistics I WPS Configuration I QoS I About I

— Profile List

Profile Name l 5510 I Channel I Authertication I Encryption I Metwork Type
PROF1 WLAN_SW Auto WERA-PSK TKIP Infrastructure

Profiles Name: The Profiles List displays all the profiles and the relative settings of the profiles
including Profile Name, SSID, and Channel...etc; preset to PROF* (* indicate 1,2,3,...)

SSID: AP to Ad-hoc name.

Channel: Channel in use for Ad-Hoc mode.

Authentication: Authentication mode.

Encryption: Security algorithm in use.

Network Type: Network’s type, including Infrastructure and Ad-hoc.

H Indicate connection is successful on currently activated profile.

E Indicate connection is failed on currently activate profile.

Add/Delete/Edit Button: Click these buttons to add/delete/edit the selected profiles.
Activate Button: Click " Activate” to connect the selected profile. When a profile is activated,

the adapter will be initially connected to the profile.




Profile: | Link Status I Site Sur\reyl Statistics I WP5 Configuration ! Qo5 I About I

— Profile List

Profile Name | SSID | Channel | Authertication | Encryption | Netwerk Type

Delete Achvate

By either pushing the “Add” button on Profile Page or the “Add to Profile” button on Site

Survey Page, it brings up the profile setting sheet which contains two setting pages --

“Configuration” page and “Authentication and Security” page.

Profie | Link Status Ste Survey | Statisties | WPS Configuration | S | About |

SSID | BSSID | Pry | Signal | A C..| Encryption | Authertic... | Network Ty... |
Default_11N  00-06-4F-33-d44-66 M 25% 6 Mone Unknown Infrastructure
LINI 00-06-4F-50-1E-B6 44% 6 MNone Unknown Infrastructure

SMC 00-13-F7-19-26-D2 86% ] Nene Unknown Infrastructurs

RT2561 1 00-AA-BB-01-23-45 10% & None Unknown Infrastructure

G
G
G
WLAN_SW  00-07-40-F1-59-42 G 100% 9 TKIP WPA-PSK  Infrastructure
= —
N
G

Belkin_N1 00-17-3F-BA-BE-AD B6% i AES WPAPS...  Infrastructure
WR514VN-... 00-06-4F-46-73-6D 100% 11 TKIP WPAPSK  Infrastructurs
mySSID 00-03-7F-FE-DO-02 TR 11 MNone Unknown Infrastructure

Connected <—> WLAN_SW Add to Profile

o]




[Configuration page]
e

Configuration | Authentication and Security l

Profile Name |PHOF1

Metwork Type ilnﬁastn.ll::ture vi TX Power

Profile Name: Name of the profile

SSID: Name of the desire network

Network Type: Netowork of the desired network, either infrastructure or Ad-Hoc.
Infrastructure — This operation mode requires the presence of a wireless Access
Point. All communication is done via the Access Point or Router.
Ad-Hoc — Select this mode if you want to connect to another wireless station in the
Wireless LAN network without through an Access Point or Router.

Tx-Power: The desired TX power level; the available options are 100%, 75%, 50%

and Auto. If you want to lower the transmit power of the adapter for saving the power

of the system, you can select the lower percentages from the list. The lower power

will cause the lower signal strength and the coverage range.




[Authentication and Security page]

| Add Profile

Corfiquration  Authentication and Security |

Authentication Type IWPA—PSK - !

Eneryption : [THIP

WP Preshared Key - |“““"1

—'ep Key

[™ Show Password

Apply |

B Authentication Type: The authentication of the desired network. For infrastructure
network, the available modes are Open, Shared, WPA, WPA-PSK, WPA2, and
WPA2-PSK.

Open: No authentication is needed among the wireless devices.

Shared: Only Wireless device using a shared key (WEP Key identified) is allowed
to connecting each other. Setup the same key as the wireless device that the
adapter intends to connect.

WPA: WPA provides a scheme of mutual authentication using either IEEE
802.1x/Extensible Authentication Protocol (EAP) authentication or pre-shared key
(PSK) technology. It provides a high level of assurance to enterprise, small
business and home users that data will remain protected and that only authorized
users may access their networks. For enterprises that have already deployed IEEE
802.1x authentication, WPA offers the advantage of leveraging existing
authentication databases and infrastructure.

WPA-PSK - It is a special mode designed for home and small business users who
do not have access to network authentication servers. In this mode, known as
Pre-Shared Key, the user manually enters the starting password in their access
point or gateway, as well as in each wireless station in the network. WPA-PSK
takes over automatically from that point, keeping unauthorized users that don't
have the matching password from joining the network, while encrypting the data

traveling between authorized devices.




WPA2 — Like WPA, WPA2 supports IEEE 802.1x/EAP authentication or PSK
technology. It also includes a new advanced encryption mechanism using the
Advanced Encryption Standard (AES). AES is required to the corporate user or
government users. The different between WPA and WPA2 is that WPA2 provides
data encryption via the AES. In contrast, WPA uses Temporal Key Integrity Protocol
(TKIP).

WPA2-PSK — WPA2-PSK is also for home and small business. The difference
between WPA-PSK and WPA2-PSK is that WPA2-PSK provides data encryption
via the AES. In contrast, WPA-PSK uses Temporal Key Integrity Protocol (TKIP).

B Encryption: The encryption of the desired network.

-- For Open and Shared authentications, the available encryption modes are
None and WEP.
-- For WPA, WPA-PSK, WPA2 and WPA2-PSK authentications, the available
modes are TKIP and AES.
None — Disable the Encryption mode.
WEP - Enabled the WEP Data Encryption. When the item is selected, you have to
continue setting the WEP Key Length & the key Index.
TKIP — TKIP (Temporal Key Integrity Protocol) changes the temporal key every
10000 packets (a packet is a kind of message transmitted over a network). This
insures much greater security than the standard WEP security.
AES — AES has been developed to ensure the highest degree of security and
authenticity for digital information and it is the most advanced solution defined by
IEEE 802.11i for the security in the wireless network.
Note: All devices in the network should use the same encryption method to ensure
the communication.

B WPA Pre-Shared Key: The WPA-PSK key can be from 8 to 64 characters and can
be letters or numbers. This same key must be used on all of the wireless stations in
the network.

WEP Key (Keyl~Key4): The WEP keys are used to encrypt data transmitted in the
wireless network. There are two types of key length: 64-bit & 128-bit. Select the
default encryption key form key1 to key4 by selected the radio button.
Fill the text box by following the rule below:
64-bit — Input 10-digit Hex values (in the “A-F", “a-f, and “0-9” range) or 5-digit
ASCII characters (including “a-z" and “0-9") as the encryption keys. For example:
“0123456aef” or “testl”
128-bit — Input 26-digit Hex values (in the “A-F”, “a-f, and “0-9” range) or 13-digit

ASCII characters (including “a-z" and “0-9") as the encryption keys. For example:
“01234567890123456789%abcdef” or “administrator”.




3.2.1.2 Edit a profile
Selecting an exiting profile then clicking the “Edit” button on Profile Page brings up the
profile setting sheet filled with the profile information for user modification.

Profile | Link Status | Ste Survey | Statisties | WPS Configuration | QS | About |

r Profile List

Profile Name | S5ID | Channel | Authentication | Encryption | Metwork Type |

PROF1  |WLAN SW |Ame [ WPAPSK TKIP

3.2.1.3 Delete a profile
Selecting an exiting profile then clicking the “Delete” button on Profile Page to deletes the

profile.

Profile | Link Status | Ste Survey | Statisties | WPS Configuration | QS | About |

r Profile List

Profile Name | SSID | Channel | Authertication | Encryption | Netwerk Type

PROF1 WLAN_SW WPAPSK TKIP




3.2.1.4

Active a profile

Selecting an exiting profile then clicking the “Active” button on Profile Page activates the

profile.

Profile: | Link Statusl Site Sur\reyl Staﬁsticsl WP5 Configuration I Qo5 I About I

r Profile List

Profile Name | S5ID | Channel | Authentication | Encryption

| Metwork Type

PROF1 WLAN_SW Auto WPA-PSK TKIP

Infrastructure




3.2.2 Link Status

In this section, you can immediately monitor the current connected link status, such as

Link Speed, Throughput, Link Quality, Signal Strength, Noise Level ...etc.
- Ralink Wireless Usility o)

Profile ~ Link Status | Site Survey | Statistics | WPS Corfiguration | QoS | About |

Status : |WLAN_SW <= D0-07-40-F1-55-42

Edra Info : IIJnk is Up [TxPower:100%]

Channel : Iﬂ == 2457 KHz

Link Speed - T (Mbps) I 540 Foc {Mbps) | 4.0
Throughput : T (Kbps) | 34 R (Kbps) | 5.0

Good 100%

weaaty: IHTNNNNNNERNENRNNRNNNEEN]

Good a1% [~ dBm

seiseron . ([ENNNNNNNNNNNNNENENE

Good 100%

soa sz [ HENENENENERNRRRNRNRNENEL

Good 100%

serd srengtn 3 | HHTHERRRRERRERERRRREREN]
Lo 265
MNoise Level : illllll

~HT

BW: n/a Gl:nia MCS: n/a SNRD: n/a SNR1:n/a

oc ]

Status: Current connection status. If no connection, it will show Disconnected. Otherwise, the
SSID and BSSID will show here.

Extra Info: Display the link status and current channel in use.

Channel: Display the number of the radio channel and the frequency used for the networking.
Link Speed (Mbps): Display the transmission and reception rate of the network. The
maximum transmission rate is 54Mbps.

Throughput (Kbits/sec): Display transmits and receives throughout in unit of K bits/sec.

Link Quality: Display connection quality based on signal strength and TX/RX packet error
rate.

dBm: If you want to know the signal strength in the unit of dBm, select the check box.

Signal Strength: Receive signal strength, user can choose to display as percentage or dBm
format.

Signal Strength2: Receive signal strength 2, user can choose to display as percentage or

dBm format.




Noise Level: Display the noise signal strength.
HT: Display current HT status in use, containing BW, GI, MCS, SNRO, and SNR1 value. (show

the information only for 802.11n wireless card.)

3.2.3 Site Survey

When you open the Configuration Utility, the system will scan all the channels to find all
the access points/stations within the accessible range of your adapter and automatically
connect to the wireless device with the highest signal strength. From the “ Site Survey”, all the

network nearby will be listed. You can change the connection to another network or add one of

the networks to your own profile list.

Profile | Link Status  Ste Survey | Statistics | WPS Corfiguration | QoS | About |

551D | BSSID | Phy | Signal | & C..| Encryption | Authertic... | Network Ty |
Default_11N  00-06-4F-33-44-66 N 29% Mone Unknown Infrastructure
LM 00-06-4F-B0HEBE G 447% None Unknown Infrastructure
SMC 00-13-F7159-26-D2 @G 8EL MNone Unknown Infrastructure
RTZ561_1 00-AA-BB-01-23-45 G 10% Mone Unknown Infrastructure
' 00-07-40-F1-9542 G 100% TKIP WPA-PSK  Infrastructure
N
N
G

Belkin_M1 00-17-3F-5A-BE-AD BE% AES WPA-PS...  Infrastructure
WRE14VN-_. 00-06-4F-46-73-6D 100°% TKIF WPA-PSK  Infrastructure
mySSID 00-03-7F-FE-D0-D2 TBL Mone Unknown Infrastructure

Connected <—> WLAN_SW Add to Profile

SSID: Name of BBS of IBSS network.

BSSID: MAC address of AP or randomly generated of IBSS.

Signal: Receive signal strength of specified network.

Channel: Channel in use.

Encryption: Encryption algorithm used within than BBS or IBSS. Valid value includes WEP,
TKIP, AES, and Not Use.

Authentication: Authentication mode used within then network, including Unknown,




WPA-PSK, WPA2-PSK, WPA and WPA2.

Network Type: Network type in use, Infrastructure or Ad-Hoc.

Rescan: Issue an rescan command to wireless NIC to update information on surrounding
wireless network.

Re-Scanning: Clicking the re-scan button to perform the re-scanning action.

Add to Profile: Add the selected AP to Profile setting. It will bring up profile page and save

user’s setting to a new profile.

[Connect A Network]

(1) When Raconfig first ran, it will select the best AP to connect automatically.

(2) If user wants to connect to other AP, he can double-click mouse on the intended AP to
make connection.

(3) If the intended network has encryption other than “Not Use”, Raconfig will bring up the
security page and let use input the appropriate information to make the connection.

# This icon indicates the changes is successful.

®Example 1: Open and Non-Encrypted
Step 1 — Choose “Open” authentication type
Step 2 — Choose “None” encryption type

Corfiguration  Authentication and Security I

Encryption INone

| [Mhemica’[ion Type : v| T Use 802 1x

WPA Preshared Key : l
rWwep ey
% Keyil IH':'“"' z

 Keptiz Hex

|

-1 |

7 Keylid Hex - I
|

C Kepid Hex -

“WEP B4 Bits Encryption:: Please Keyin 10 HEX characters or 5 ASCI characters
“WEP 128 Bitz Ern or: Fleaze Keyin 26 HEX characters or 134501 characters

I Show Password

\ —

Step 3 — After the profile is saved, click “Activate” button on Profile Page to activate the

profile.




Profile | Link Staiusl Site Sunreyl Staﬁsticsl WPS Configuration I QoS | About I

r Profile List

Profile Mame | SSID | Channel | Authentication | Encryption I Metwork Type |

__PROFI__WIANSW _ Ago  WPAPSK TP ifmgnchee
Defaut TIN_| Ao |Open | MNone | infrastuictre |

©® Example 2: WEP-Encrypted
Step 1 — Choose “Open” or “Shared” authentication type
Step 2 — Choose “WEP” encryption type
Step 3 —Enter the WEP KEY

Corfiquration  Authentication and Security |

Authertication Type IOpen 'l [~ Use 802 1x

Encryption : [weP

WP Preshared Key - |
~Wep Key
* Key#1

 Key#2

7 Key#3

7 Keyiid

*WEP 64 Bits Encryption: Please Keyin 10 HEX characters or 5 ASCI| characters
*WEP 128 Bits Encryption: Please Keyin 26 HEX characters or 13 ASCI| characters

[™ Show Password

ITI Cancel | Apply |




Step 4 —After the profile is saved, click the “Activate” button on Profile Page to active the
profile.
- Ralink Wireless Uiy
Profile | Link Status | Ste Survey | Statistios | WPS Configuration | GoS | About |

r Profile List

Profile Mame | SSID I Channel | Authentication I Encryption | MNetwork Type |

¥ niastructure

L 1
WEP_Encryption WEP

©® Example 3: WPA-PSK/WPA2-PSK
Step 1 — Choose “WPA-PSK” or “WPA2-PSK” authentication type
Step 2 — Choose “TKIP” or “AES” encryption type
Step 3 —Enter the pre-shared KEY

Corfiquration  Authentication and Security |

Authentication Type IWPA—PSK vl

Eneryption : [THIP

WP Preshared Key - |““““‘

whep Key

& Kot T

kg2

 Kepld ¥

!
|
7 Fepll |
|

“WEF.B4 Bits Encryption:. Flease Kepin 10 HEX characters or 5 ASCI characters
“WEF 128 Bits Encrpption: Pleaze Keyin 26 HEX characters ar 1345 characters

[™ Show Password

ITI Cancel | Apply |




Step 4 —After the profile is saved, click the “Activate” button on Profile Page to active the

profile.

Profile | Link Status | Ste Survey | Statistios | WPS Configuration | GoS | About |

r Profile List

Dasila Nama | cciny | e il o e e el [ | e T |

FROF1 | WLAN_SW WPAPSK TKIP

® Example 4:WPA/WPA2
Step 1 — Choose “WPA” or “WPA2" authentication type
Step 2 — Choose “TKIP” or “AES” encryption type

Add Profile

Corfiquration  Authentication and Security |

Authentication Type WPA

Encryption : TKIP

WPA Preshared Key -
whep Key

& Kot T

7 Fepll

 Kepld ¥

|
C Kepttz : |
!
|

“WEF.B4 Bits Encryption:. Flease Kepin 10 HEX characters or 5 ASCI characters
“WEF 128 Bits Encrpption: Pleaze Keyin 26 HEX characters ar 1345 characters

[™ Show Password

[ ok | canced | dew |




Step 3 —After the profile is saved, click the “Activate” button on Profile Page to active the

profile.

Profile | Link Staiusl Site Sunreyl Staﬁsticsl WPS Configuration I QoS | About I

r Profile List

Profile Mame | SSID I Channel | Authentication I Encryption

MNetwork Type

=)=l =] IALAR CAl Luto kTiTi=F =L mwdiz]

WEA Auto

|

Step 4 —The Win

Security type:

Encryption type:

Choose a network authentication method:
[Protected EAP (PEAP)

~]| settings...

Cache user information for subsequent connections
to this network




3.2.4 Statistics
Statistics page displays the detail counter information based on 802.11 MIB counters. This
page translates the MIB counters into a format easier for user to understand. You may reset

the counters to Zero by clicking “Reset Counter”.

s B;_Iin_lf-WitiH

Profile | Link Status | Ste Survey Statistics | WPS Configuration | QoS | About |

— Transmit Statistics

Frames Transmitted Successfully

Frames Transmitted Successfully After Rietry(s)
Frames Fail To Receive ACK After All Retries
RTS Frames Successfully Receive CTS

RTS Frames Fail To Receive CTS

— Receive Statistics

Frames Received Successfully
Frames Received With CRC Emor
Frames Dropped Due To Out-of-Resource

Duplicate Frames Received

[Transmit Statistics]

Frames Transmitted Successfully: Frames successfully sent

Frames Transmitted Successfully After Retry: Frames sent successfully with retry.
Frames Fail to Receive ACK After All Retries: Frames failed transmit after hitting retry limit.
RTS Frames Successfully Receive CTS: Successfully receive CTS after sending RTS
frames.

RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS frames.
[Receive Statistics]

Frames Received Successfully: Frames received successfully.

Frames Received with CRC Error: Frames received with CRC error.

Frames Dropped Due to Out-of-Resource: Frames dropped due to resource issue.

Duplicate Frames Received: Duplicate received frames.




3.2.5 WPS Configuration
The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to simply the

security setup and management of Wi-Fi Networks.
. Ralink Wireless Uty -

Profile | Link Status | Ste Survey | Statistics WPS Corfiguration | QoS | About |

55ID | BSSID | charnel | 1D | Puthertic.. | Encryption

Rescan |

WRS Information |

Fin Code =
[3375'5715 Renew i

Config Mode 1
| » [

Enrolles

I

I Authentication I Encryption [retail

Cannect

Fotate

Dizconnect

Impaort Profils

lelete

¥ WPS fAssociate IE |
¥ WPS Probe IE MIPS status is not used

WPS Associate IE: If the “WPS Associate IE” option is checked, station will send the
association request with WPS IE during WPS setup.

WPS Probe IE: If the “WPS Probe IE” option is checked, station will send the probe request
with WPS IE during WPS setup.

[Display WPS capable AP information]
The WPS capable AP information is listed in the upper frame, and the display AP’s characters
are SSID, BSSID, current operating channel, device password ID, authentication type, and
encryption type.
Re-Scanning: Clicking “re-scan” button performs the re-scanning action.
WPS AP Information: Clicking the WPS information” button brings up the WPS capable AP
information dialog.

B Authentication Type: there are three type of supported authentication modes, and

there are Open, Shared, WPA-PSK and WPA modes.




Encryption Type: For Open & Shared authentication modes, the available
encryption types are None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication modes, the available encryption types are TKIP and AES.

Config Methods: This attributes contains the config methods supported and
enabled by the selected Registrar.

Device Password ID: Device Password ID indicates the method or identifies the
specific password that the selected Registrar intends to use.

Selected Registrar: Selected Registrar indicates if the user has recently activated a
Registrar to add an Enrollee.

State: This attribute is used to indicate the current configuration state. This attribute
is either “Un-Configured” or “Configured”.

Version: This attribute is the specified WPS version.

AP Setup Locked: AP Setup Locked indicates if AP has entered a setup locked
state.

UUID-E: UUID-E is the universally unique identifier (UUID) generated by the
Enrollee.

RF-Bands: RF Bands indicate the available RF bands.

[Configure WPS Profiles]

The user can configure WPS profile with either PIN method or PBC method.
B PIN Method:

Step 1 = The Registrar enters the pin code generated by station.
Step 2 = Click the “PIN” button.
B PBC Method:
Step 1 = Click the “PBC” button within 2 second while the Registrar clicks the

button.

[Manage WPS Profiles]
The Received WPS profiles are listed in the lower frame, and the listed WPS profile attributes
are SSID, MAC address, authentication type, and encryption type.
B WPS profile detail information: Selecting a profile then clicking the “Detail” button
brings up the WPS profile detail information dialog.
Connect with WPS Profile: Clicking the “Connect” button will connect to AP with the
select WPS profile.
Rotate WPS profile: If there are more than two WPS profiles, clicking the “Rotate”
button will rotate to next profile and connect to AP with this profile. If the connection
can’t be made successfully, station will perform the WPS profile rotation repeatedly.
Disconnect from WPS AP: Clicking the “Disconnect” button will stop the WPS




connection.

B Delete WPS profile: Clicking the “Delete” button will delete the selected WPS profile.

3.2.6 QoS
The QoS Page of RaConfig. It involves “WMM Enable”, “WMM — Power Save Enable” and
“DLS setup Enable”.

. Ralink Wireless Utility

Profile | Link Status | Ste Survey | Statistics | WPS Corfiguration QoS | About |

[~ WMM - Power Save Enable

[~ Direct Link Setup Enable
— Direct Link
— Direct Link Setup

MAC Address : I_ - I'_ .
Timeout Value | G0 sec

—DLS Status

MALC Address

Tear Down

®Configure to enable Wi-Fi Multi-Media
If you want to use “WMM — Power Save” or “Direct Link”, you must enable WMM. The
setting method of enabling WMM indicates as follows:
Stepl: Click “WMM Enable”
Step2: Click “Apply”.




Profile | Link Status | Ste Survey | Statistios | WPS Corfiguration @05 | Aboust |

I~ wMM - Power Save Enable
[T Direct Link Setup Eriable

— Direct Link
— Direct Link Setup

M.PcCAddress:I_.I__I__I__

Timeout Value 60 sec

u

—DLS Status
MAC Address | Timeout

Tear Dowr

Step3: Change to “Site Survey Page”. And add an AP that supports WMM features

to a Profile. The result will look like the below figure in Profile page.

Profile | Link Staiusl Site Sunreyl Staﬁsticsl WPS Configuration I QoS | About I

r Profile List

Profile Name | SSID | Channel | Authentication | Encryption | Network Type
BEoE = Eou T frrtrrte—

PROF2 Wl [huo [ Open _INone [ Imstnictue |




©®Enable WMM — Power Save
Stepl: Click “WMM — Power Save Enable”. And Click “ Setting...” button.

- Ralink Wireless Utility

Profile | Link Status | Ste Survey | Statistios | WPS Corfiguration @05 | Aboust |

¥ WMM Enable Apply

(=~ i - Fower Save Enable |

[~ Direct Link Setup Enable
— Diirect Link
— Direct Link Setup

MALC Address : I_.[__[__[__
Timeout Value : I_gg SEC Lpply

—DLS Status
MAC Address | Timeout

T ear Doty

Step2: After clicking “Setting...” button, show “Power Save Setting” dialog. Please
select which ACs you want to enable. Then click “Apply” button. The setting of enabling

WMM — Power Save is successfully.

v AC I

v AC_WO Apply |




®Enable DLS (Direct Link Setup)
Stepl: Click “Direct Link Setup Enable”. And Click “Apply” button

Profie | Link Status | Ste Survey | Statistics | WPS Configuration  GoS | About |

¥ WMM Enable Apply
[~ WMM - Power Save Enable Setting,..

(& ) Apply
— Direct Link
— Diirect Link Setup

M.P«CMdress:I_.I'_.I'_.I'_.I_.I'_

Timeout Value 50 sec Apply

— DLS Status

MAC Address | Timeout

Tear Down

Step2: Change to “Site Survey Page”. And add an AP that supports DLS features to a

Profile. The result will look like the below figure in Profile page.

Profile: | Link Status I Site Sur\reyl Statistics I WP5 Configuration ! Qo5 I About I

r Profile List

Profile Name | SSID | Channel | Authertication | Encryption | Network Type
PROF2Z  WPA Auto WPA TKIP Infrastructurs

PROF3




The Setting of DLS indicates as follow:
1. Fill in the blanks of Direct Link with MAC Address of STA. The STA must conform to two
conditions as follow:

Stepl: Connect with the same AP that support DLS features.

Step2: Have to enable DLS.

Profile | Link Status | Ste Survey | Statistics | WPS Configuration Q0S| About |

¥ WMM Enable Apply
I~ WMM - Power Save Enable Setting...
Jw Direct Link Setup Enable Apply

~ Direct Link

r— Direct Link Setup

M}\CMdress:ﬁ]_.IE:_.l.ﬁ_.E.lﬁ-.Iﬁ

Timeout Value : B sec HApply

—DLS Status

MAC Address | Timeout

Tear Down

2. Timeout Value represents that it disconnect automatically after some seconds. The value
is integer. The integer must be between 0~65535. It represents that it always connects if

the value is zero. Default value of Timeout Value is 60 seconds

Profile | Link Status | Ste Survey | Statistics | WPS Configuration Q0S| About |

¥ WMM Enable Apply
I~ WMM - Power Save Enable Setting...
Jw Direct Link Setup Enable Apply

~ Direct Link

r— Direct Link Setup

M}\CMdress:ﬁ]_.IE:_.l.ﬁ_.E.lﬁ-.Iﬁ

Timeout Value : B sec HApply

—DLS Status

MAC Address | Timeout

Tear Down




Profile | Link Status | Ste Survey | Statistics | WPS Configuration Q0S| About |

v WMM Enable Apphy
I~ WMM - Power Save Enable Setting...
Jw Direct Link Setup Enable Apply
~ Direct Link
r— Direct Link Setup

M}\CMdress:Iﬁ]_.ﬁ:_.ﬁg_.rgf,_.lﬁ-.ﬁg_

Timeout Value : Ei sec Apply

—DLS Status

MAC Address | Timeout
00-0C-43-25-73-18 B0

Tear Down

Describe “DLS Status” as follow:

1. As the up figure, after configuring DLS successfully, show MAC address of the opposite
side and Timeout Value of setting in “DLS Status”. In “DLS Status” of the opposite side,
it shows MAC address of myself and Timeout Value of setting.

2. Display the values of “DLS Status” to “Direct Link Setup” as follow:

Stepl: In “DLS Status”, select a direct link STA what you want to show it's values in “Direct

Link Setup”.

Profile | Link Status | Ste Survey | Statistics | WPS Configuration QoS | About |

¥ WMM Enable Apply
I~ WMM - Power Save Enable Setting...
¥ Direct Link Setup Enable phy
~— Direct Link
— Direct Link Setup

MAC Address : I__.l__.r_.r__
Timeout Value : I_ SEC

—DLS Status

00-0C-43-25-7318

| »




Step2: Double click. And the result will look like the below figure.

Profie | Link Status | Ste Survey | Statistics | WPS Configuration  GoS | About |

v WMM Enable Apply
[~ WMM - Power Save Enable Setting...
[w Direct Link Setup Enable Apply

— Direct Link

r— Direct Link Setup

M.P«Caﬂddress:lﬁ-.li:_.lﬁ.l_.r-.lﬁ

Timeout Value : | GO0 sec Apply
—DLS Status

Tear Down

3. Disconnect Direct Link Setup as follow:
Step1: Select a direct link STA.

AR
Profie | Link Status | Ste Survey | Statistics | WPS Configuration  GoS | About |
¥ WMM Enable Apply
[~ WMM - Power Save Enable Setting...

v Direct Link Setup Enable Apply
— Direct Link
— Diirect Link Setup

M.P«Caﬂddress:lﬁ-.li:_.lﬁ.l_.r-.lﬁ

Timeout Value : | GO0 sec Apply
—DLS Status

Tear Down




Step2: Click “Tear Down” button. The result will look like the below figure.

Profile | Link Status | Ste Survey | Statistics | WPS Configuration Q0S| About |

¥ WMM Enable Apply
I~ WMM - Power Save Enable

Setting. ..
Jw Direct Link Setup Enable Apply

 Direct Link
r— Direct Link Setup

M}\CMdress:ﬁ]_.IE:_.l.ﬁ_.E.lﬁ-.Iﬁ

Timeout Value : I 600 sec Apply
—DLS Status

I Timeout

Tear Down

3.2.7 About

In the “About”, you can click the hyperlink to connect the website for the information of
the wireless chipset vendor and review basic information about the Utility such as the
RaConfig Version, Driver Version, EEPROM Version, IP Address, Sub Mask, and Default
Gateway.

Profie | Link Status | Ste Survey | Statistics | WPS Configuration | QoS About |

WWW RALINKTECH.COM

(c) Copyright 2007, Ralink Technology, Inc. All ights reserved.

RaCorfig Version :  1.0.18.0 Date :

Driver Version : 2000 Date :

EEPROM Version : 1.1 Fimmware Version :

IP Address : 192.168.10.45 Phy_Address : 00-06-4F-12-34 56

Sub Mask : 2552552550 Default Gateway :  1592.168.10.1




3.2.8 How to Manage Windows Profile

Windows profile manager can be reached via connection icon on the task bar or control panel.

[via Network icon]

Step 1: Right-click connection icon on the task bar, then click “Network and Sharing Center”
Disconnect from
Connect to a network

Turn on activity animation

Turn off notification of new networks

Diagnose and repair

Metwork and Sharing Center i 1%
91238 PM

Step 2: Select “Manage wireless networks”

-

OU = | ;F < MNetwork and Internet » Network and Sharing Center - | g | | Search

Tarks Network and Sharing Center

View computers and devices
" Wiew full map
Connect to a network
Manage wirel etworks
Set up a connection or network
WINNIE-PC Internet
Manage network connections (This computer)
Diagnose and repair
* WLAN_SW (Private network) Customize
Access Local and Internet

Connection Wireless Network Connection (WLAMN_SW) View status

1l Signal strength: Very good Disconnect

|2 Sharing and Discovery

Metwork discovery @ On
File sharing @ Off
Public folder sharing @ Off

Printer sharing @ Off (no printers installed)

Password protected sharing @ On

b Media sharing @ Off
Windows Firewall

Show me all the files and folders I am sharing




Step 3: Right-click the mouse to bring up the profile manage menu.

. 1 ’
| <« Network and Internet » Manage Wireless Networks
et et S

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove network profiles.

Eﬂa Add == Remove ﬁ* Move up @/“ Adapter properties 3 Profile types :‘: MNetwork and Sharing Center

Metworks you can view and modify (4]

Any supported Automatically ¢

Automatically ¢

Security: Unsecured | 1y supported Automatically c

VPA-Personal y Any supported Automatically con

Properties
Remove network

Rename

Move up

WLAN_SW Profile name: WLAN_SW Mode: Automatically connect
Security type: WPA-Personal
Radio type: Any supported

[via Control Panel]

Step 1: Select “Control Panel” on start menu.

A Internet
[ Internet Explorer

= E-mail Winnie
Windows Mail

@H Windows Media Player

I’ﬁ'ﬂ Windows Photo Gallery

Documents
Pictures

Music

f—

I‘[ Welcome Center

g Windows Media Center

=
%[ Windows Ultimate Extras

Games

Recent ltems

883 Windows Live Messenger Download

Computer

Windows DVD Maker Network

g Windows Meeting Space Connect Te

‘I&./ Paint trol Panel

Default Programs

All Programs Help and Support




Step 2: Double-click “Network and Sharing Center” icon.

Catego
| Panel Home 2oy

= L ERETL

Add Administrat., AutoPlay  Backupand  Bitlocker Color Date and Default
Hardware Tools Restore C...  DriveEn.. Management Time Programs

> © ) o L @6

Device Game Indexing Internet  iSCSIInitiator
Manager Controllers Options Optiens

&/ ¥ m

Keyboard ine Fi Parental Penand  People Near Performance
Controls  Input Devices Me Informatio...

Personaliz.. Phoneand Printers Problem Programs  Regional and Scanners and
Modem ... Reports a..  and Features Language..  Cameras

PO 0 ® M L

Security Sound Speech Sync Center System Tablet PC  Taskbar and
Center Recogniti... Settings Start Menu

2y =

User Welcome Windows Windows Windows Windows Windows
Accounts Center CardSpace  Defender Firewall Sidebar ... SideShow

Step 3: Select “Manage Wireless network”.

v [+ |l Search
A HESS—

View full map

N e

WINNIE-PC Internet
Manage network connections (This computer)

Diagnose and repair
* WLAN_SW (Private network) Customize
Access Local and Internet
Connection Wireless Network Connection (WLAN_SW) View status

1! Signal strength: Excellent Disconnect

% Sharing and Discovery

Metwork discovery @ On
File sharing @ Off
Public folder sharing @ Off

Printer sharing @ Off (no printers installed)

Password protected sharing @ On

Media sharing @ Off
Show me all the files and folders [ am sharing
Show me all the shared network folders on this computer

Seealso
Internct Options

Windows Firewall




Step 4: Right-click the mouse to bring up the profile managing menu.

OCJ |aﬂj] 4 CUHtr.D| Pa.nel ’ !\-"I.an.ag.e Wireless Networks - |$, | |S_e:zr\;h

Manage wireless networks that use (Wireless Network Connection)
can also add or remove network profiles.

!EZ Add == Remove f Maove up @ Adapter properties 0, Profile types "'"_ Metwork and Sharing Center

Networks you can view and modify (4)

Security: WPA-Enterprise ype: Any supported

Security: Type: Any supported

Security: Unsecured ypei supported

WPA-Personal Type: Any supported

Properties
Remowe netwaork
Rename

Move up

Automatically

Automatically

Automatically

Automatically

Windows tries to connect to these networks in the order listed below, To change the order, drag a network up or down in the list. You

COMis

Con.

oM.

con..

WLAN_SW Profile name: WLAN_SW Mode: Automatically connect
Security type: WPA-Personal
Radio type: Any supported




4. Troubleshooting

This chapter provides solutions to problems usually encountered during the installation and

operation of the adapter.

Symptom:

The LED is Off.

Possible Remedy:

Make sure the Wireless adapter is inserted properly. Otherwise, please contact your

vendor.

Symptom:
The LED is always on not blinking.
Possible Remedy:

Make sure that you have installed the driver from the attached CD.

Symptom:
The LED is blinking but the Wireless adapter icon does not appear in your icon tray.
Possible Remedy:

Make sure that you have installed the Utility from the attached CD.

Symptom:
The Wireless adapter is linking, but can’t share files with others.
Possible Remedy:

Make sure the File and printer-sharing function is enabled.

Symptom:

Slow or unstable performance.

Possible Remedy:

Try to change the channel of the communicating group or move your device closer to the

communicating device.

Symptom:
Can't find the utility icon in the taskbar when plug in the Wireless adapter.

Possible Remedy:

You could enable the function by click the icon of Start - All Programs - Ralink Utility.

Symptom:

No wireless signal.




Possible Remedy:

Move the antennas of the access point or wireless router into an L shape (one vertically,
and one horizontally). Click on the Refresh button on the Site Survey screen. If the
computer still does not see the Access Point, and then try to move your Access Point
closer to the computer. Then click on the Refresh button again. If the computer still does
not see the Access Point, move all things that may cause interference with the wireless

signal.

Symptom:

If you still cannot get a wireless connection of the network.
Possible Remedy:

Step 1- Turn the computer off

Step 2- Turn the Access Point off

Step 3- Turn the Access Point on

Step 4- Wait 30 seconds

Step 5- Turn the computer back on

Step 6- Using the Utility reconnect to the Access Point:

Step 7- Double click on the bar graph icon in the system tray
Step 8- Select the Site Survey Link

Step 9- Highlight the SSID of your wireless network and click connect
Step 10- Click OK if all the settings are correct

9. What is the IEEE 802.11g standard?
802.11g is the new IEEE standard for high-speed wireless LAN communications that
provides for up to 54 Mbps data rate in the 2.4 GHz band. 802.11g is quickly becoming the
next mainstream wireless LAN technology for the home, office and public networks.

802.11g defines the use of the same OFDM modulation technique specified in IEEE

802.11a for the 5 GHz frequency band and applies it in the same 2.4 GHz frequency band
as |IEEE 802.11b. The 802.11g standard requires backward compatibility with 802.11b.

The standard specifically calls for:

A. A new physically layer for the 802.11 Medium Access Control (MAC) in the 2.4 GHz
frequency band, know as the extended rate PHY(ERP(. The ERP adds OFDM as a
mandatory new coding scheme for 6, 12, and 24 Mbps (mandatory speeds), and 18, 36, 48,
54 Mbps (optional speeds). The ERP includes the modulation schemes found in 802.11b
including CCK for 11 and 5.5 Mbps and Barker code modulation for 2 and 1 Mbps.

B. A protection mechanism called RTS.CTS that governs how 802.11g devices and

802.11b devices interoperate.




10. What does IEEE 802.11 feature support?
The product supports the following IEEE 802.11 functions:
-- CSMAJ/CA Plus Acknowledge Protocol
-- Multi-Channel Roaming
-- Automatic Rate Selection
-- RTS/CTS Feature
-- Fragmentation

-- Power Management

11. What is Ad-Hoc?
An Ad-Hoc integrated wireless LAN is a group of computers, each has a Wireless LAN
adapter, Connected as an independent wireless LAN. Ad-Hoc wireless LAN is applicable at
a departmental scale for a branch or SOHO ope

ration.

12. What is Infrastructure?
An integrated wireless and wireless and wired LAN is called an Infrastructure configuration.
Infrastructure is applicable to enterprise scale for wireless access to central database, or

wireless application for mobile workers.

13. What is BSS ID?
A specific Ad hoc LAN is called a Basic Service Set (BSS). Computers in a BSS must be
configured with the same BSS ID.

14. What is WEP?
WEP is Wired Equivalent Privacy, a data privacy mechanism based on a 40 bit shared key
algorithm, as described in the IEEE 802.11 standard.

15. What is TKIP?
TKIP is a quick-fix method to quickly overcome the inherent weaknesses in WEP security,

especially the reuse of encryption keys. TKIP is involved in the IEEE 802.11i WLAN

security standard, and the specification might be officially released by early 2003.

16. What is AES?
AES (Advanced Encryption Standard), a chip-based security, has been developed to
ensure the highest degree of security and authenticity for digital information, wherever and

however communicated or stored, while making more efficient use if hardware and/or




software than previous encryption standards. It is also included in IEEE 802.11i standard.

Compare with AES, TKIP is a temporary protocol for replacing WEP security until

manufacturers implement AES at the hardware level.

17. Would the information be intercepted while transmitting on air?
WLAN features two-fold protection in security. On the hardware side, as with Direct
Sequence Spread Spectrum technology, it has the inherent security feature of scrambling.
On the software side, WLAN series offer the encryption function (WEP) to enhance security

and Access Control. Users can set it up depending upon their needs.

If you have any troubles to configure or setup this WLAN adapter, please feel free to
contact us.
Before contacting us, make sure collect following information. Submit complete detailed

information of your problem will help us to provide you accurate answers.

Model Name:
Serial Number:
PC Settings:
Other:




